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ADS-B Communication Security: Assessing the

Performance of Format-Preserving Lightweight
Block Ciphers
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Abstract—In this work, we document an investigation re-
garding the vulnerabilities of ADS-B (automatic dependent
surveillance-broadcast) communication, considering the risks to
operational security. The ADS-B technology is a communication
protocol to transmit surveillance information, that is, data related
to position, altimetry, and speed, from the aircraft’s avionics, an
evolution to radars. We present an encryption solution for this
communication using format-preserving encryption implemented
in a microcontroller-embedded system. We also evaluate the use
of lightweight symmetric block ciphers for better computational
performance. When used as a pseudorandom function, we ob-
serve that such ciphers maintain a high entropy output value
with low computational cost — up to sixteen times faster for
similar entropy values. Finally, the computational performance
obtained with the proposed solution is analyzed by processing
real-time data from aircraft in the landing and takeoff phase at
the international airport of Recife/Guararapes - Gilberto Freyre,
based in Recife/PE, Brazil.

Index Terms—ADS-B, Embedded Systems,
Lightweight.

Encryption,

I. INTRODUCTION

Aviation plays a crucial role in society, directly resulting
from technological advancements and significantly contribut-
ing to economic development. Every year, the number of
people transported by air travel grows, driven by a globalized
society where intercontinental transactions are increasingly
necessary. Today, both national and multinational companies
depend on this flexible mode of transportation. Aviation’s
significant role in society’s daily life was made possible
through technological evolution, primarily focusing on opera-
tional safety. In the past, pilots relied on ground references and
illuminated beacons on runways for navigation and landing.
Communication with pilots was mainly done through radio [1].
Later, in the 1930s, the RADAR (radio detection and ranging)
technology, initially employed by the United Kingdom during
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World War II, allowed for detecting aircraft positions and ve-
locities in flight through electromagnetic wave reflections [2].
This significant advancement considerably improved opera-
tional safety, especially in adverse atmospheric conditions [3].

As the number of airlines and air routes increased, en-
hancing airspace capacity and maintaining operational safety
became essential. Therefore, air traffic control requires exact
and reliable equipment. Radars played a crucial role in the
evolution of air traffic, providing precise position, velocity,
and identification information for aircraft ground control [4].
This information is known as surveillance data.

Subsequently, the development of secondary radars en-
abled the acquisition of more information from aircraft by
transmitting a code that served as an inquiry to the plane,
requesting data such as identification code and altitude. With
technological progress, secondary radars could receive more
information from aircraft and individually interrogate each
plane. This mode of operation was termed Mode S, where
“S” stands for “selective” [5], [6].

Despite radar technology advancements, obtaining more
data during flight at shorter intervals was still needed. As
a result, developing a new way of transmitting surveillance
information to air traffic control allows other aircraft within
the same airspace to share this information. This protocol was
named ADS-B (automatic dependent surveillance-broadcast),
an evolution of Mode S. ADS-B enables aircraft to broadcast
various essential information for airspace control, including
position, velocity, and identification. Additionally, it can pro-
vide call sign information, operational data, precision indi-
cators, and integrity indicators. This type of communication
transmits in broadcast without relying on ground systems’
requests [5].

The ADS-B communication has many operational advan-
tages, and we can highlight the interval between position
reports, which is approximately 0.5 seconds. In contrast, the
update interval of a secondary radar in terminal areas is 4
seconds. However, this communication has significant vulner-
abilities concerning information security. The messages are
transmitted through open radio channels, meaning they lack
encryption and do not adopt any security measures to protect
data transmission. An intruder can launch attacks against the
transmitted information, such as eavesdropping, blocking, and
message modification [7]-[9]

The importance and the solid attacking capability of aircraft
operational status information, such as position messages,
identification, and velocity, make them the primary targets
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for malicious intruders. The ADS-B system types of attacks
are eavesdropping, interference, message injection, message
exclusion, and message modification [7], [8], [10], [11].

Transmission authentication may ensure security by pre-
venting or detecting attacks in unidirectional communication,
mitigating potential attacks on the ADS-B system [8]. The
solutions proposed in the literature are organized as unen-
crypted and encrypted schemes [8], [12]. Encryption tech-
niques are a communication protection method widely used
today and their study is essential for applications in the ADS-
B environment [12]-[14]. There are three potential encryption
methods to ensure security in ADS-B communication: hashing,
symmetric encryption, and asymmetric encryption. One issue
with using hashing and asymmetric encryption is the need to
change the ADS-B format [12].

Thus, format-preserving encryption (FPE), which involves
encrypting plaintext under the control of a symmetric key
while preserving the original plaintext format, appears to be
a possible cryptographic solution for ADS-B communica-
tion [15]. FPE is highly versatile and provides a high level
of security, provided that its pseudorandom function consists
of ciphers with high resistance to attacks. Block ciphers
developed for lightweight applications, meaning for embedded
devices like microcontrollers, can be an excellent choice
due to their low computational cost without compromising
security [16].

Other authors have been exploring the use of FPE. In [17],
Bellare and Rogaway propose a method called FF1. This
method is based on small symbol space and short messages
without reduced security. In [13], the use of FPE in messages
ADS-B is proposed. In this work, simulations were performed
with random data and also with fixed bytes and used entropy
as a method to evaluate security performance. In [14], based
on the study [13], the authors use real data ADS-B of
aircraft CESSNA and suggest the use of blockchain for key
transmission.

In this study, our goal is to advance research into the
potential use of the FPE for securing the ADS-B protocol. We
aim to develop a data encryption system specifically tailored
for low-cost embedded devices. For this, we analyze the per-
formance and security enhancements achieved by employing
modern block ciphers optimized for lightweight applications
when implemented in a low-cost microcontroller.

More precisely, we implemented the FF1 algorithm [17] in
firmware with the possibility of choosing between four differ-
ent block ciphers: AES, which is the cipher originally used
in FF1; LEA [18], a lightweight standard cipher from South
Korea; and ASCON and ASCON-PRF [19], a lightweight
cipher recently standardized by the USA National Institute
of Standards and Technology (NIST) [20]. In fact, we chose
the LEA and ASCON ciphers because they are lightweight
ciphers standardized by national agencies, while AES is used
for comparison.

We designed the embedded system to communicate with
a computer via USB CDC communication; using a software
designed for this work, we send commands with the data to
be encrypted and indicate the cipher to be used. We verified
that all tested ciphers obtained similar results from the entropy

calculation and statistical tests of the NIST suit [21]. However,
in terms of computation speed, we verified that the FPE using
a lightweight cipher function is faster than its version with the
AES cipher: sixteen times in the case of LEA, more than three
times for ASCON, and more than five times for ASCON-PRF.

The remainder of this paper is organized as follows: in
Section II, we present several definitions that are useful in the
course of this work; in Section III, we introduce the proposed
system and how the experiments are carried out; in Section IV,
we present the results and analysis of the tests. The paper
closes with concluding remarks in Section V.

II. PRELIMINARIES
A. The ADS-B Protocol

The ADS-B protocol has this terminology because it is:

e automatic: does not need to be questioned to transmit the
information;

e dependent: depends on onboard equipment to transmit
data, such as GPS (global positioning system), altimeter,
barometer, etc.

e broadcast: transmits the information in all directions to
everyone within range;

The most common information transmitted by ADS-B is
position, altitude, and speed. However, this protocol allows
sending various other information to air traffic control on the
ground, such as call indicators, accuracy indicators, integrity
indicators, and operational status. GPS determines position, the
speed is derived from GPS and inertial systems, and altitude is
composed of barometric and GPS data, with barometric data
obtained from atmospheric pressure sensors. ADS-B works at
a frequency of 1090 MHz and can work at a frequency of
978 MHz for altitudes below 18,000 feet in the USA. When
operating at 978 MHz, ADS-B can transmit supplemental
flight information such as meteorological data [5].

ADS-B offers a position accuracy of 92.6 m and speed
accuracy of around 10 m/s, with the update rate of this
information every second. This performance standard allows
lateral separation to be reduced from 90 NM (nautical mile) to
20 NM and longitudinal separation to be reduced from 80 NM
to 5 NM in airspace without radar detection, with separation
by level (altitude) performed following the operational models
of the control agencies and in compliance with what is
established for airways [22].

1) ADS-B system architecture: The ADS-B system has
two subsystems: ADS-B IN and ADS-B OUT. ADS-B OUT
transmits information periodically in all directions, and the
receiving subsystem, ADS-B IN, receives and processes this
data. The transmitter on the aircraft gets data from the onboard
avionics, encapsulates the information, and transmits it to re-
ceivers on the ground, by VHF (very high frequency) stations,
or to another aircraft [22]. An aircraft has only the ADS-B
OUT or ADS-B IN and ADS-B OUT.

ADS-B OUT packets are made up of 112 bits, with the first
8 bits indicating the data format, the next 24 bits referring
to the aircraft’s unique indicator determined by the ICAO
(International Civil Aviation Organization), the following 56
bits being surveillance data and the final 24 bits are the CRC
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(cyclic redundancy check) of the packet [22]. The modulation
used to transmit the information is pulse position modulation
(PPM) with Manchester coding.

ADS-B was designed to be compatible with existing surveil-
lance systems and thus facilitate the transition between sys-
tems. ADS-B is very similar to secondary radar mode S, with
the main difference being that interrogation by remote equip-
ment is unnecessary, as the aircraft’s transponder constantly
transmits information [6].

B. Security in the ADS-B Communication

ADS-B technology provides greater operational security,
especially in regions without radar detection. Furthermore, the
cost to install and maintain is more attractive compared to
primary and secondary radars. However, it is an open protocol
without encryption, making it vulnerable to ground-to-ground,
ground-to-air, and air-to-air attacks [23].

In [23], the authors point out five ADS-B vulnerabilities:
spying, interference, message injection, and message deletion.

1) Spying: The vulnerability of spying on aircraft opera-
tional status information (aircraft recognition) is characterized
by obtaining ADS-B data from the corresponding airspace,
using the ADS-B IN device, that is, reading transmitted ADS-
B data via aircraft ADS-B OUT transponder. According to [8],
since the creation of ADS-B communication, some initiatives
have used data capture to provide a legitimate service to users.
In this context, we can mention flightradar24.com, which
provides real-time information about flights and data from
aircraft en route through the ADS-B network, with more than
20,000 receivers worldwide. However, it does not exclude that
some malicious attackers could use this vulnerability to launch
complex attacks.

2) Interference: Blocking the transmission of an ADS-B
message in specific airspace, using an ADS-B transmitting
device with sufficiently high transmit power in the relevant
frequency band, is an explicit interference technique with
ADS-B information with significant operational impact for
airspace control affecting the integrity and availability of data.

There are two main types of jamming attacks against ADS-
B communication, according to [8]: ground station denial of
service and aircraft denial of service. The objective of these
attacks is to disrupt the monitoring network by blocking the
communication channel. Launching an attack on a ground
station is more accessible than directly on an aircraft, requiring
less energy.

3) Message Injection: Inputting false aircraft information
into specific flight scenarios can confuse air traffic control
systems (ghost aircraft target injection). This injection is made
using a transmitting device with high enough transmit power
in the relevant frequency range and capable of generating the
correct modulation that complies with the ADS-B message
format. This effect is achieved by not authenticating mes-
sages [23].

4) Message Deletion: Deleting some or all of the informa-
tion in a message (missing aircraft) is an attack implemented
at the physical layer through constructive or destructive inter-
ference.

Constructive interference causes a large number of bit
errors. Since the CRC of transmitted ADS-B messages can
correct a maximum of 5 bits per message, the receiver will
discard the message as corrupt if it exceeds this limit [23].

On the other hand, deleting the message can impact the
surveillance system, temporarily causing the aircraft to disap-
pear from the air traffic control screen. It is essential to note
that our surveillance systems, such as primary and secondary
radar and multilateration systems, are resilient and capable of
identifying such anomalies.

5) Message Modification: Modifying the information con-
tained in a message can be done through obfuscation and bit
inversion in the message packet.

Message modification, a typical spoofing attack, can be sub-
tly executed. For instance, if an attacker continually changes
aircraft position information in ADS-B messages by small
amounts, this is considered a “frog boil” spoofing attack. The
subtlety of such attacks makes them particularly dangerous,
as they can go undetected by other surveillance technologies
and positioning technology due to accuracy issues, leading to
incorrect guidance to air traffic controllers or delays in the
response of the air traffic prevention system.

C. Format-Preserving Encryption

Due to its importance, researchers have been focusing
on the vulnerability problem in ADS-B communication and
have proposed solutions to mitigate most of the problems
listed [23], intending to maintain the requirements of integrity,
availability, and confidentiality [12]. Among the proposed so-
lutions, symmetric encryption solutions stand out [17], because
this principle of maintaining the format of data packages is
fundamental in aviation, as a change to the protocol already
defined and in use would have a huge impact on onboard
equipment and ground stations. In this way, the solution
appears as a possible cryptographic alternative for ADS-B
communication.

Regarding the vulnerabilities presented in Section II-B,
encryption can mitigate attacks related to spying since if the
attacker does not have access to the secret key, one will not
access sensitive information. Regarding message ingestion, in
transmission with message authentication, it is unlikely that a
fake aircraft will have access to a valid key to impersonate a
real aircraft, minimizing the effects that an unauthenticated
attacker can have on the air traffic control system. Also,
message modification becomes unlikely in a scenario where
the modification of a bit in the plaintext generates a significant
change in the ciphertext [8], [12]. However, the encryption of
ADS-B messages does not make the system more resistant to
interference and message deletion attacks.

Format-preserving encryption (FPE) consists of an encryp-
tion technique based on symmetric encryption, in which the
cipher text maintains the same format as the original text. If
the original message is composed of an alphabet with decimal
numbers, the encrypted message will also be composed of
an alphabet with decimal numbers. Furthermore, the size of
the data packet remains unchanged, with the same number
of bits/bytes/characters as the original message. FPE allows a


flightradar24.com

JOURNAL OF COMMUNICATION AND INFORMATION SYSTEMS, VOL. 39, NO.1, 2024. 197

more straightforward migration path when encryption is added
to legacy systems [15].

FPE is deterministic; whenever a specific key encrypts a
plain text, the result will be the exact cipher text [24]. One
advantage is that data does not necessarily need to be binary
in FPE. Any finite set of symbols, such as decimal numerals,
can be encrypted using this method and will have their set
preserved, including the size of the sequence of symbols.
In [17], the authors describe the FPE operating modes in detail.

The United States National Institute of Standards and Tech-
nology (NIST) is part of the US Department of Commerce.
Currently, the NIST approves the encryption algorithms used
in the USA. According to [24], three FPE modes were submit-
ted for approval in November 2010: FFX, BPS, and VAES-3.
The three algorithms use the Feistel network and are named
FF1 (FFX), FF2 (VAES-3) and FF3 (BPS). In [25], each
operating mode is detailed and comments on cryptographic
security.

The FPE framework provides confidentiality regarding
cleartext data, and each mode also takes an additional input
called Tweak, which does not necessarily need to be secret.
The Tweak can be considered as a part of the key that can
be changed, as it determines the encryption and decryption
functions.

The US National Security Agency (NSA) notified the NIST
about the security flaw in the FF2 method. This note describes
a theoretical attack, with a choice of plain text, that shows that
the security strength of FF2 is less than 128 bits [26].

The FF3 algorithm uses a Feistel network with eight rounds.
The authors F. Betul Durak and Serge Vaudenay carried out
a study proving the existence of a vulnerability in the FF3
method, as described in [27], which allows breaking the
encryption of the Feistel network with eight rounds when
using a small domain. To do this, they exploit the difference
in the domain of the algorithm. They consider the permutation
of round functions for the attack and use Tweak values with
known plaintext.

NIST, in response to the work of Durak and Vaudenay [28],
reported its intention to revise the FF3 specification and, to this
end, verified the possibility of reducing the size of its Tweak
parameter from 64 bits to 48 bits or to withdraw approval of
FF3. In SP 800-38G Revision 1, the Tweak parameter was
reduced to 56 bits. The revised FF3 was named FF3-1.

Based on the highlighted safety considerations, we use the
FF1 mode in this work, as described in [25].

1) FF1 Mode: The FF1 mode is derived from the FFX
algorithm developed by Bellare, Rogaway, and Spies and
submitted to NIST in 2010. The purpose of this mode is to
enable the encryption of messages with a small symbol space
and relatively short messages without compromising security.
This algorithm is based on the Feistel network and uses the
128-bit AES block cipher as the round function. A significant
advantage of this method is the possibility of working with
messages of different sizes and formats, including with an
odd number of symbols per message [17], [24].

2) Feistel Network Structure: The structure of the Feistel
network consists of several iterations called rounds, which
perform the confusion and diffusion functions [17], [25]. This

network allows similar encryption and decryption and works
as follows:

1) The initial data is divided into two parts, trying to
maintain the same number of bits in each half of the
divided message;

2) Application of a round function (pseudorandom func-
tion), controlled by a cryptographic key, in one of the
parts of the plain text;

3) Carrying out a permutation between the initially divided
parts to compose the next round.

Symbols u Symbols v Symbols u Symbols v
(A [ & | [a | & |
ElnANE
| B+c | A8 | | B A
| A+ B, | EERG |
| B<c| a8 |

————>
’ A, < B, B +—C, ‘

Encrypt Decrypt

Fig. 1: Structure of the Feistel network.

Figure 1 shows the structure of this method with an example
of 4 rounds. As described by [29], Feistel networks allow us
to create strong ciphers. One of the significant advantages
is that the decryption process is very similar to the process
for encrypting plain text. The input data is divided into two
numeric strings, named U and V, with u being the size of
the string U and v being the size of the string V. The total
number of characters is n, n = w + v. During round 4, the
round function, Fj, is applied to one of the input strings,
called B;, with size n. The parameters Tweak T and round
number ¢ are added to the input. The result is used to modify
the other string, called A;, via modular addition. The string
representing the resulting number is called C; in a temporary
variable. The names of the two parties are swapped for the
next round, where C; will be B;;1 and B; will be A; 4, for
example. In Figure 1, the rectangles are not the same size to
demonstrate that the data can have different sizes. That is, u
will differ from v if n is odd.

For decryption, Feistel’s Structure is practically identical to
encryption, but with small differences, namely:

1) The index orders are reversed;
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2) The data change rule in the round function is changed
so that at the function’s entry, it will always be in the
part of A; 7 and not in B;. The output will be combined
with B;1, and no longer with A;, precisely to produce
A; and not B;y1;

3) Modular addition is replaced by modular subtraction.

3) Round Function: Figure 1 shows that each round com-
prises a function Fj based on some block cipher, such as
AES. In the work developed by [24], the AES cipher works
with cryptographic keys of 128, 192, and 256 bits. This block
function can receive four different parameters: information
block (n), round number, tweak value (T), and cryptographic
key (K). In method FF1, the pseudorandom function PRF calls
the block cipher, named C'I P Hj,. The number of block cipher
calls is directly related to the size of the block to be encrypted.
Since each cipher block is 128 bits, any block larger than this
will require more than one call.

Although the AES cipher is secure and widely used in
several cryptographic systems, it can be computationally ex-
pensive when the algorithm in question needs to be executed
by an embedded system. Due to this reason, we tested the
replacement of AES as the PRF function in the FF1 round
function with the lightweight algorithms ASCON, ASCON-
PRF, and LEA [18].

4) LEA: LEA (lightweight encryption algorithm) was de-
veloped as a security solution for embedded devices with
limited memory and processing speed resources. This cipher
was developed in South Korea, and most applications are in
microcontrollers operating in IoT solutions [18]. LEA uses
status values formed by 32-bit words. The encryption and
decryption functions use operations called ARX (addition,
rotation, XOR); that is, they involve modular addition in 32
bits, bit rotation, and Exclusive OR. This algorithm focuses
on 32- or 64-bit processors but can operate on 8- or 16-bit
microcontrollers. The block size defined for this algorithm is
128 bits, and the key length can be 128, 192, or 256 bits. The
key length establishes the name of the cipher, that is, LEA-
128, LEA-192, or LEA-256.

5) ASCON: ASCON was developed in 2014 by researchers
at the Graz University of Technology in Austria, Infineon
Technologies, Lamarr Security Research, and Radboud Uni-
versity in the Netherlands. ASCON is a cipher suite that pro-
vides authenticated encryption with associated data (AEAD)
with hash functionality. It was the first choice in the CAE-
SAR competition (Competition for Authenticated Encryption:
Security, Applicability, and Robustness) in 2019 for Case 1,
referring to lightweight applications sized for low-performance
devices, and in 2023 the NIST published [20] describing the
evaluation criteria and the process for selecting authenticated
encryption and hash schemes suitable for applications in
constrained environments. The ASCON suite is suitable for
the following possible applications [19]:

o Authenticated Encryption: ASCON-128 and ASCON-

128a

o Hash: ASCON-HASH and ASCON-XOF

o Pseudorandom function: ASCON-PRF

The ASCON structure was developed based on sponge con-
struction. Sponge functions use a fixed amount of permutations

and padding rules. The approach that led to the creation of the
sponge method is related to the need to perform a function
hash with a variable input length and output with a determined
length [30].

IIT. COMPUTER EXPERIMENTS

In this section, we describe the experiments carried out by us
and analyze the obtained results. The proposed system captures
ADS-B OUT signals transmitted by aircraft and performs FPE
encryption using four variations of pseudorandom functions,
based on AES block ciphers [31], LEA [18], ASCON and
ASCON-PRF [19].

In order to implement the system, we use embedded de-
vices to adapt the encryption solution to the transponder
installed on aircraft without the need to replace the entire
equipment. The FPE/FF1 algorithm and the block ciphers used
as pseudorandom functions mentioned in this research can be
applied to solutions developed in FPGA (field-programmable
gate array) or in microcontrollers [32] due to their structure.
In this research, we developed the hardware, firmware, and
software for evaluating block ciphers in a format-preserving
environment. We chose to work with the LPC17xx family of
32-bit microcontrollers, more precisely, the LPC1768 (ARM
CORTEX M3) [33]; this is a low-cost and low development
time device, even more so with the use of the CooCox
CoIDE IDE and GCC compiler (GNU Compiler). The 32-bit
architecture allows us to implement all block ciphers in this
work, mainly with LEA [34].

A. Proposed Model

Figure 2 shows the model for receiving, processing, and
encrypting ADS-B data packets. The system comprises an
RTL-SDR device (Realtek software-defined radio), responsible
for receiving ADS-B data transmitted by aircraft, modulated
at 1090 MHz, and together with the RTL1090 software.
This information is encoded in words in hexadecimal format.
Upon receiving this data, the developed hardware performs
the encryption and retransmits the encrypted information for
analysis through the analyzer software.

ANTENNA

FPE ANALYZER SOFTWARE FPE ANALYZER SOFTWARE
RTL1090

DONGLE USB

CIPHER DEVICE

(A) B)
Fig. 2: Proposed model platform.

1) Software Defined Radio: A radio system in which soft-
ware definitions perform the physical layer functions and all
signal processing is called software-defined radio or SDR. The
origin of software-defined radios is in the military environ-
ment, from which it migrates to the civil environment [35].
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These devices’ flexibility and low cost have made them widely
used today.

The RTL-SDR device is a currently widely used software-
defined radio via USB, DVB-T (digital video broadcast-
terrestrial) [35]. The device uses the RTL2832U integrated
circuit, [36], which has the following technical specifications
[37]:

e Bandwidth: 2.4 MHz;

o Frequency Range: 500 kHz - 1766 MHz;

« Input impedance: 50 Ohms.

2) RTLI090 Software: The RTL1090 application, devel-
oped by the German company Jetvision, runs on X86 platforms
and the Windows operating system, and is capable of process-
ing ADS-B and S mode data when in conjunction with RTL-
SDR that operates at 1090MHz [38]. This program receives
data from the RTL-SDR and analyzes the preamble of ADS-
B messages to extract the information packets later [39]. It
allows data to be transmitted via socketr TCP/IP in ASCII
format (American standard code for information interchange),
functioning as a server in a client-server configuration.

3) Developed Cipher: The developed cipher encrypts ADS-
B data captured by the RTL-SDR and extracted by the
RTL1090. The format of this information is described in
Section II-A1. The data is encrypted with FPE/FF1, using four
block cipher options as a pseudorandom function:

o AES-128
o LEA-128
o ASCON-128
o ASCON-PRF

The encrypted data is sent to the computer, where the FPE
Analyzer program processes it and stores it for subsequent
entropy and performance analysis. Statistical analysis of pseu-
dorandom functions was performed based on the NIST test
suite.

4) NIST Test Suite: NIST developed a package composed
of 15 statistical tests to test the randomness of random number
generators and pseudorandom number generators [21]. The 15
tests are:

o Frequency Test (Monobit): This test determines whether
the number of “zeros” and “ones” in a sequence is
approximately the same as expected for a truly random
sequence.

o Frequency Test within a Block: This test aims to
determine whether the frequency of “ones” numbers in
a block of M bits is approximately M /2, as expected
under an assumption of randomness.

o Execution Test: The purpose of the execution test is to
determine whether the number of executions of “ones”
and “zeros” of various lengths is that expected for a
random sequence, that is, the total number of runs in
the sequence, where a run is an uninterrupted sequence
of identical bits.

o Longest Run of 1s in a Block Test: The purpose of
this test is to determine whether the length of the longest
string of “ones” numbers in a string is consistent with
the length of the longest string of “ones” that would be
expected in a random sequence. The irregularity in the

size of the expected length of the most extended series of
“ones” numbers implies that there is also an irregularity
in the expected length of the most extended series of
“zeros” numbers.

o Binary Matrix Rank Test: This test aims to check
whether there is a linear dependence between substrings
of fixed length concerning the original sequence.

o Discrete Fourier Transform Test (Spectrum): This
test aims to detect periodic characteristics in the tested
sequence. These periodic characteristics would indicate a
deviation from the randomness assumption.

« Pattern Non-Overlap Test: The objective of this test is
to check whether there are occurrences of a specific non-
periodic pattern in the generated sequences. For this test,
a m bit window is used to search for a particular m bit
pattern. The window slides to a one-bit position if the
pattern is not found. If the pattern is found, the window
resets to the bit after the pattern is found, and the search
resumes.

o Pattern Overlap Test: This test works very similarly to
the Pattern Non-Overlap Test. The difference is that when
the pattern is found, the window slides just one bit before
resuming the search.

o Maurer’s Universal Statistics: The objective of the test
is to detect whether or not the sequence can be sig-
nificantly compressed without loss of information since
the significantly compressible sequence is considered
nonrandom.

o Linear Complexity Test: This test aims to determine
whether the sequence is complex enough to be considered
random since long LFSR and very short LFSR character-
ize random sequences, implying non-randomness.

« Serial: This test aims to determine whether the number of
occurrences of bit-overlapping patterns is approximately
the same as expected for a random sequence.

o Approximate Entropy Test: This test compares the fre-
quency of overlapping blocks of two consecutive lengths
with the expected result for a random sequence.

o Cumulative Sums Test: The purpose of the test is to
determine whether the cumulative sum of the partial
sequences that occur in the tested sequence is too large or
too small about the expected behavior of this cumulative
sum for random sequences. For certain types of nonran-
dom sequences, the excursions of this random walk from
zero will be significant.

o Random Excursion Test: This test consists of randomly
given unit-length steps that begin and return to the origin.
This test aims to determine whether the number of visits
to a given state within a cycle deviates from what would
be expected for a random sequence. This test is a series
of eight tests.

« Variant Test for Random Tours: This test aims to detect
deviations from the expected number of visits to various
states in the random walk. This test is a series of eighteen
tests.

According to [21], to run all the tests in the package, a mass
of data above 10° bits is necessary for each bitstreaming. In
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TABLE I: The result of the uniformity of p-value and the proportion (PROP.) of processed sequences applying the NIST suite

for each cipher used.

AES LEA ASCON ASCON-PRF
STATISTICAL TEST P-VALUE PROP. RESULT | P-VALUE PROP. RESULT | P-VALUE PROP. RESULT | P-VALUE PROP. RESULT
Frequency 0,066882 9/10 Random 0,991468 10/10 Random 0,350485 10/10 Random 0,122325 10/10 Random
BlockFrequency 0,739918 10/10 Random 0,213309 9/10 Random 0,122325 10/10 Random 0,002043 8/10 Random
CumulativeSums 0,637032 9/10 Random 0,7227795 10/10 Random 0,2086835 10/10 Random 0,534146 10/10 Random
Runs 0,739918 10/10 Random 0911413 10/10 Random 0,739918 10/10 Random 0,739918 10/10 Random
LongestRun 0,534146 10/10 Random 0,350485 10/10 Random 0,350485 10/10 Random 0,350485 10/10 Random
Rank 0,350485 10/10 Random 0,122325 10/10 Random 0,534146 10/10 Random 0,350485 10/10 Random
FFT 0911413 10/10 Random 0,739918 10/10 Random 0,122325 10/10 Random 0,350485 10/10 Random
NonOverlappingTemplate 0,486213 10/10 Random 0,476765 9/10 Random 0,493612 10/10 Random 0,516559 10/10 Random
OverlappingTemplate 0,213309 10/10 Random 0,213309 10/10 Random 0,534146 10/10 Random 0,739918 10/10 Random
Universal 0,739918 10/10 Random 0,991468 9/10 Random 0911413 10/10 Random 0,739918 10/10 Random
ApproximateEntropy 0,534146 10/10 Random 0,213309 10/10 Random 0,534146 10/10 Random 0,122325 9/10 Random
RandomExcursions — 5/5 Random — 7 Random — 6/6 Random — 5/5 Random
RandomExcursions Variant — 5/5 Random — 6/7 Random — 6/6 Random — 5/5 Random
Serial 0,4766135 10/10 Random 0,4034 10/10 Random 0,4034 10/10 Random 0,000319 5/10 No-Random
LinearComplexity 0,739918 10/10 Random 0,739918 9/10 Random 0,035174 10/10 Random 0,350485 10/10 Random
this way, random ADS-B data is applied to the specified block
ciphers for further evaluation of the pseudorandom functions START [«

in the NIST suite. The mass of information extracted from
each cipher comprises 10 packets of 1,000,000 bits each,
totaling 107 bits per cipher. The suite is available on the NIST
website at https://csrc.nist.gov/projects/random-bit- generation/
documentation-and-software, accessed on July 1, 2024.

Table I displays the results obtained for each of the tests
in the NIST suite and compares these results between the
ciphers used as pseudorandom functions. The pseudorandom
functions generated by the presented block ciphers passed
all NIST tests except ASCON-PRF, which did not pass a
single test, serial correlation. Therefore, the performance is
considered satisfactory for application in a format preservation
environment for ADS-B data. We use the statistical tests
mainly to validate our implementations of the chosen block
cipher since all used block ciphers have already undergone
multiple tests before and after standardization.

5) Hardware: The cipher implementation is based on the
ARM Cortex M3 microcontroller model LPC1768 from the
manufacturer NXP semiconductors. This component operates
with a clock frequency of up to 100 MHz and has 512 kB
of flash memory and 64 kB of RAM. Additionally, there are
several peripherals, such as an 8-channel DMA controller,
4 UART, 2 CAN interfaces, 2 SSP controllers, 12-bit and
8-channel ADC converter, and 10-bit DAC, among others
[33]. The extracted data is sent to the cipher via USB CDC
communication at a rate of 115200 bps (bits per second), and
the USB port provides power to the development board.

The circuit has two USB ports, one for programming and
another for communicating with the application. To carry out
the USB to UART conversion of the LPC1768, the CP2102
integrated circuit from the manufacturer Silicon Labs [40] is
used. The LPC1768 has an integrated physical interface for
USB communication through ports P0.29 and P0.30. This
interface is used to communicate between the cipher and
the application on the computer. The class implemented for
this communication was CDC (communication device class),
which simulates serial communication between devices.

6) Firmware: The code uses C language, and its funda-
mental function is to encrypt ADS-B data packets. Figure 3
displays the developed firmware flowchart.
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Fig. 3: Flowchart of the developed firmware.

As shown in Figure 3, the algorithm flowchart shows that
the system waits for a data package to arrive. Figure 4
shows the package format. After receiving the package, the
firmware stores the values of the fields relating to the data
to be encrypted and the configuration data. Subsequently, the
configuration data determines which cipher and root to use, as
well as the operating mode option:

e Encrypt: performs FPE/FF1 encryption with the block
cipher selected as a pseudorandom function;
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Fig. 4: Data packet format.
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Fig. 5: Flowchart of system operation.

o Decrypt: performs FPE/FF1 decryption with the selected
block cipher;

o Encrypt and Decrypt: performs the encryption and, im-
mediately after, performs the FPE/FF1 decryption with
the selected block cipher to verify that the algorithms
return the original clear text without errors.

For each option above, it is possible to select in advance
whether the header and the CRC field of the ADS-B package
are part of the message to be encrypted or decrypted. The
developed code relies on the four block ciphers treated in
this research, with the FPE Analyzer Software selecting which
cipher each message transmitted uses.

7) FPE Analyzer Software: We developed an application to
configure the cipher and serve as a user interface for obtaining
clear text and encrypted data. This program was developed in
C# and is called FPE Analyzer Software. Communication with
the cipher is carried out via a serial port class emulating a serial
over a USB port. The connection to the RTL1090 program is
made via a TCP socket using the client-server configuration,
where the RTL1090 is the server. Figure 5 demonstrates how
the system works, obtaining data through the SDR-RTL and
interconnections with the developed FPE Analyzer software,
cipher, and RTL1090.

Figure 6 displays the program’s working screen. In the upper
left field, one has the fields corresponding to the communica-
tion configuration with the cipher and the RTL1090. On the

upper right side, one has the sector named “Static”. This func-
tion encrypts or decrypts the information in the corresponding
textbox. In the central field, we see the options that allow the
user to configure the cipher to perform encryption, decryption,
or both.

Moreover, to enable the choice of the desired block cipher
as a pseudorandom function of the FPE, the root option
(symbols), whether there will be encryption of the 112 bits of
the ADS-B message or just 80 bits (header and CRC discard),
use of TWEAK with the aircraft’s ICAO code and the option to
save the encrypted data in a binary file. The “Real Time” field
processes the TCP/IP communication information. It displays
the input message, encrypted message, and time between
reception of the message by socket and reception of the
encrypted message by serial when transmitted by the cipher.
The “Debug” field provides the number of bytes received in
the last ADS-B packet, the 24-bit ICAO code of the detected
aircraft, and the entropy of the input information and the
encrypted message.

It is worth mentioning that the option not to encrypt
the HEADER and CRC causes the firmware to insert the
original clear text header into the encrypted message and insert
a new recalculated CRC. Regarding TWEAK, the program
automatically inserts the value of the aircraft’s 24-bit ICAO
code as the value for TWEAK at the time of encryption.

8) Static Option: In the “Static” configuration, the user
enters the information to be encrypted, the cryptographic key,
and a TWEAK. The root choice must depend on the alphabet
of information and the key. In the corresponding 7extBox, the
encryption, decryption, or both, as selected, will be displayed,
in addition to the processing time that the microcontroller took
to operate.

9) Real-Time Option: In real-time, the program receives
all the data sent by the RTL1090 through the TCP socket,
retransmits it to the cipher, and receives the encrypted data.
The format of the received data and the encryption dynamics
will depend on the options the user selects in the FPE
configuration. The program calculates the time it took the
microcontroller to perform the selected operation and displays
the result of the operation after it. The received and processed
data are saved in binary files in the application’s executable
directory when selected by the “Write Data *.bin” option.
The program creates a file for each 24-bit ICAO identifier for
each day of operation and a file with all aircraft per day. The
purpose of making these files is the subsequent data analysis
for clear text and encrypted data.

10) ADS-B Server Software: During the research develop-
ment, it became necessary to process the ADS-B data acquired
from the aircraft using the RTL1090 and store it on the
computer. Therefore, as a measure of availability and based on
the data saved by the previous application, a server program in
C# was developed that makes it possible to transfer messages
via ADS-B message to the FPE Analyzer Software. Figure 7
shows how it works when using the ADS-B Server application
instead of the RTL1090.

As seen in Figure 8, the user selects the IP and commu-
nication port through this program and opens the socket for
the client to connect. The “Open File” option specifies the file
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Fig. 6: Working screen of the proposed FPE Analyzer Software.
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Fig. 7: Flowchart of system operation using the ADS-B Server
application.

containing the ADS-B messages captured by the RTL1090
in conjunction with the FPE Analyzer Software. Using the
“Transmit File” button, the program starts transferring mes-
sages, maintaining the time between messages by that selected
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Fig. 8: Working screen of the ADS-B Server Software.

in “Sending time”. The main textbox displays each transferred
message. The user can also send individual messages using the
“Send data” button. Finally, the program can create other files
in the executable directory for each ICAO code; for a file with
several ADS-B messages from different aircraft, the program
can separate the ADS-B messages that appear in the main file.
This functionality enables entropy analysis in messages with
slight variations in information.
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Fig. 9: Platform installation location.

IV. RESULTS

To analyze the behavior of the encryption algorithms, real
data transmitted by transponders ADS-B of aircraft in the
landing or takeoff phase at the international airport of Re-
cife/Guararapes - Gilberto Freyre, based in Recife/PE, Brazil,
were used. According to [41] and [42], the landing and
takeoff phases are critical phases of the flight, so this research
focused on obtaining data in the airport terminal area. The
data acquisition and encryption platform was installed at the
Third Integrated Center for Air Defense and Airspace Control
(CINDACTA 11I), as shown in Figure 9, approximately 1 km
from the airport, with direct vision.

The acquired data underwent two analyses: entropy and
encryption performance. The first analysis aims to verify the
level of uncertainty imposed on the information, while the
second is related to the encryption/decryption processing time.

The FPE Analyzer and also the ENT program (available
at https://www.fourmilab.ch/random/) [13] were used to carry
out the entropy calculations. This tool displays the occurrence
of each byte in the file and calculates entropy by expressing
the result in bits per byte. The methodology for calculating
entropy was built based on encryption without any value such
as TWEAK and also using the 24-bit ICAO code in this
field. These options allow us to analyze whether inserting
information such as TWEAK would significantly change the
entropy value. Four scenarios were used for obtaining data:

o Scenario 1: encryption of the complete ADS-B package,
without using TWEAK in encryption;

o Scenario 2: encryption of the complete ADS-B package,
using TWEAK in encryption;

o Scenario 3: encryption of the ADS-B package without
inserting the header and recalculating the CRC, without
using TWEAK in the encryption;

o Scenario 4: encryption of the ADS-B package without
inserting the header and recalculating the CRC, using
TWEAK in the encryption;

For each scenario, the following block ciphers were used
as pseudorandom functions in FPE: AES, LEA, ASCON, and
ASCON-PRFE. The main difference between these scenarios
is the amount of data encrypted in each message. When the

TABLE II: The 10 Aircraft that had the largest amount of
ADS-B data collected.

CODE ICAO AIRLINE MODEL REGISTER  QUANT. MESSAGES
E49A47 Voepass ATR 72 PS-VPA 826
E498E8 Voepass ATR 72 PR-PDX 724
E495B2 Azul Airbus A320neo PR-YSF 447
E49390 Azul Airbus A320neo PR-YYF 442
E4910B Azul ATR 72 PR-AQV 365
E492CF Azul Airbus A320neo PR-YYJ 343
E495D0 Azul Airbus A321neo PR-YIC 340
E49165 Azul ATR 72 PR-AQW 322
E4953A Azul Airbus A320neo PR-YSB 313
E4917D Azul ATR 72 PR-AQZ 282

complete message is encrypted, 112 bits, that is, 14 bytes of
information, are used. However, when the header and CRC
are not encrypted, this universe decreases to 80 bits or 10
bytes. In all tests, the following parameters were adopted as
cryptographic key and TWEAK, and the value adopted for the
cryptographic key was taken from the test vector provided by
NIST [43]:

o Key: 2B7E151628 AED2A6ABF7158809CF4F3C;
e TWEAK: Aircraft identification value in ICAO 24-bit
format;

10,208 ADS-B messages transmitted by 55 different air-
craft were acquired. For the research, data from all aircraft
were considered in the first analysis, and data from the
ten aircraft that had transmitted the most information were
subsequently selected. This distinction between analyses is
based on the need to evaluate entropy when there is a slight
variation in information between ADS-B transmissions. In this
way, by separating the data by ICAO code, it is possible
to analyze information that kept the DF, CA, and ICAO
fields unchanged; that is, 32 bits among the 112 remained
fixed. Aircraft information is contained in Table II. Airline,
model, and registration data were obtained through the website
https://www.planespotters.net/ using aircraft identification in
the ICAO 24-bit field.

Entropy calculations were performed for each block cipher
per scenario based on the total data collected. Table III
contains the entropy values for each scenario, considering the
total number of messages observed. The higher entropy values
in scenarios 1 and 2 are related to the complete encryption
of the 112 bits of each ADS-B message packet, increasing
the number of pseudorandom variables in the composition
of the encrypted message. In scenarios 3 and 4, the amount
of information to be encrypted reduces to 80 bits, as the
header is not encrypted, and the CRC is replaced with a new,
recalculated value. We observe that the behaviors regarding

TABLE III: Entropy concerning the total number of messages
observed for each scenario.

QUANT.
CIPHER SCEN1 SCEN2 SCEN3 SCEN4 MESSAGES
AES 7,99547  7,99477  7,82683  7,82646 10208
LEA 7,99568  7,99527  7,83040  7,83007 10208
ASCON 7,99495  7,99556  7,82401 7,82278 10208
ASCON-PRF  7,99578  7,99564  7,83022  7,82563 10208
Clear Text 7,09332  7,09332  7,09332  7,09332 10208
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TABLE IV: Entropy of each cipher for Scenario 1: Complete
message encryption without TWEAK.

TABLE VI: Entropy of each cipher for Scenario 3: Message
without encrypting the header and without using TWEAK.

ICAO 24 BITS IDENTIFICATOR

ICAO 24 BITS IDENTIFICATOR

CIPHER E49A47  E498E8  E495B2  E49390 E4910B E492CF CIPHER E49A47  E498E8  E495B2  E49390 E4910B E492CF
AES 7,87399  7,89808  7,91507  7,86705 7,94237 7,86830 AES 7,66817  7,71160  7,71572  7,63225 7,74287 7,64782
LEA 7,86841  7,90093  7,92048  7,86356 7,94728 7,85114 LEA 7,65325  7,69371  7,73382  7,66018 7,74916 7,63881

ASCON 7,86178  7,90193  7,91007  7,85441 7,94030 7,85837 ASCON 7,63496  7,66505  7,71036  7,63600 7,74784 7,65429

ASCON-PRF 786178  7,90465 791414  7,85528 7,94189 7,87119 ASCON-PRF  7,64432  7,69339  7,72965  7,62242 7,75250 7,63964

Clear Text 6,52363  6,58931  6,62835  6,45793 6,51030 6,48920 Clear Text 6,52363  6,58931  6,62835  6,45793 6,51030 6,48920

ICAO 24 BITS IDENTIFICATOR STAND. ICAO 24 BITS IDENTIFICATOR STAND.

CIPHER E495D0  E49165  E4953A  E4917D AVERAGE DESV. CIPHER E495D0  E49165  E4953A  E4917D AVERAGE DESV.
AES 7,84878 791820  7,88165  7,93189 7,89454 0,02967 AES 7,66770  7,73152  7,69861  7,72261 7,69389 0,03567
LEA 7,86109 792359  7,88632  7,92804 7,89508 0,03189 LEA 7,64187  7,72084  7,71169  7,71368 7,69170 0,03816

ASCON 785650  7,92364  7,88536  7,93770 7,89301 0,03256 ASCON 7,64490  7,73121  7,70562  7,71930 7,68495 0,04023

ASCON-PRF  7,88791 792211 7,88170  7,92772 7,89684 0,02812 ASCON-PRF  7,67081  7,73086  7,69824  7,71279 7,68946 0,04160

Clear Text 6,50881  6,53171  6,56181  6,52749 6,53285 0,04676 Clear Text 6,50881  6,53171  6,56181  6,52749 6,53285 0,04676

TABLE V: Entropy of each cipher for Scenario 2: Complete
message encryption with TWEAK.

TABLE VII: Entropy of each cipher for Scenario 4: Message
without encrypting the header and using TWEAK.

ICAO 24 BITS IDENTIFICATOR

ICAO 24 BITS IDENTIFICATOR

CIPHER 19047 E498E8 E495B2  E49300  E4910B  E4oock  CWPHER  piga47  E498E8  E495B2  E49300  E4910B  E492CF
AES 784875 7,90421 791352 783931 793586  7.85844 AES 764807 7,67614 771355 762964 775312 7,65534
LEA 786491 7.89626 7.92865 786015 794167  7.87571 LEA 763800 770510 772734 7.60822 774624 7.64152

ASCON 787030 7.89122 792085 785807 793601  7.87483 ASCON  7.63194 7.69511 771134 7.65320 774637  7.63397

ASCON-PRF 787151 7.88848 701583 7.87961 793614  7.87090 ASCON-PRE 7.61927 7.68660 771340 7.64848 774425  7.64002

Clear Text 652363 658931  6.62835 645793 651030 648920  Clear Text 652363 658931 662835 645793 651030 648920

ICAO 24 BITS IDENTIFICATOR STAND. ICAO 24 BITS IDENTIFICATOR STAND.

CIPHER  pi9sp0  E49165 E4953A E4917D AVERAGE  “npey CIPHER  pi9sn0  E49165 E4953A  E4o17p  AVERAGE  “hpoy
AES 786873 7.02439 788602 792457 789038  0,03312 AES 766511 7,72080 769273  7,73040  7,68850  0,03811
LEA 7.87063 7.02630 788653 702551  7.89769 002889 LEA 765104 773815 770266 771726  7.68756 004604

ASCON 786227 7.93323 788063 792995 789574  0,02950 ASCON 766832 772031 7.68471 772084  7.68661 003712

ASCON-PRF  7.86770 7.02041 788360 792589 789601 002450 ASCON-PRE 7.65680 7.72356 7.67444 771785 768256 003916

Clear Text 650881 653171 656181 652749 653285 004676  Clear Text 650881 653171 656181 652749 653285  0.04676

the uncertainty level caused by the messages’ encryption are
very similar among the different tested ciphers. However, in
absolute values, it is clear that for the encryption of 112 bits
(Scenarios 1 and 2), the ASCON-PRF cipher presented the
best results, while LEA was the best when 80 bits of the
messages were encrypted (Scenarios 3 and 4). As the objective
of the developed device is to serve as a cryptographic security
element in existing transponders, there is a need to evaluate the
level of entropy in messages that keep the aircraft identification
code (24-bit ICAO code) unchanged.

The Tables 1V, V, VI and VII display the results obtained
for each scenario of the ten aircraft observed. It is interesting
to note that different ciphers produced the best results when
analyzed by aircraft. Despite the values being very close, the
LEA cipher performed best in most aircraft for Scenarios 1
and 2, while the AES cipher obtained the best overall values
for Scenarios 3 and 4.

A. Processing Time Performance Analysis

Table VIII contains the result of the processing time for
each block cipher used as PRF in FF1 mode performed for
all observed scenarios. The compiler used in the implemen-
tation was GCC (GNU Compiler Collection) with the -O2
optimization mode enabled. We can note that FPE encryption
in FF1 mode with the 128-bit AES block cipher has the highest
latency among all ciphers. This aspect can be attributed to
the fact that AES uses several steps, including key expansion,
replacement, permutation, and shuffling for each round, in

addition to consuming more memory with S-Box. The LEA
cipher, developed in South Korea, has a much simpler struc-
ture, designed for use in lightweight devices, presenting the
best performance. Therefore, since the entropy results for all
ciphers are very similar, the LEA cipher stands out as the
best option, given its lower computational cost, which allows
greater system scalability.

B. Comparison with Existing Methods

In this section, a comparison is made with other existing
encryption methods for ADS-B data using FPE. [17] described
the modes of operation for format-preserving encryption,
which details the parameters for encryption with binary or
decimal alphabet. This work references the solutions proposed
later in applying FPE for ADS-B communication.

The work presented in [13] is the first related to applying
FPE in ADS-B messages. The authors performed simulations
with random data and simulated information with fixed bytes.
They assigned information entropy analysis to define the
security of the method. In [14], research based on the study
by [13] is presented, and similar results are obtained. In this
case, the authors used real ADS-B information collected from
a CESSNA aircraft and suggested a way of key transmission
via blockchain. The works presented applied FPE to the
ADS-B communication protocol. They demonstrated the gain
related to information obfuscation and the low impact on the
current protocol standard, allowing the message format to be
maintained. However, the block cipher of the pseudorandom
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TABLE VIII: Average encryption latency (ms) for each cipher.

CIPHER SCENARIO 1 SCENARIO 2 SCENARIO 3 SCENARIO 4
AES 16 16 16 16
LEA 1 1 1 1
ASCON 5 5 5 5
ASCON-PRF 3 3 3 3

TABLE IX: Entropy value of tests with fixed bytes in the
input message, using FPE with AES-128 as block cipher in
the pseudorandom function.

Ref. [13] Ref. [14] Proposed
BYTES QUANT. ‘ Input Encrypted \ Input  Encrypted \ Input Encrypted
14 BYTES 7.94772295  7.9964494 | 6,7036 7,9985 7,10185314  7,99303908
13 BYTES N/A N/A 6,7036 7.8988 N/A N/A
10 BYTES 6.9046341 7.9964559 N/A N/A 7,10185314  7,82351399
8 BYTES 6.5156282 7.9964274 | 6,7036 7,714 N/A N/A

function of these implementations was AES-128. To the best
of our knowledge, no study besides this one applies ciphers
other than AES-128 in the FPE algorithm for ADS-B com-
munication or presents implementations in embedded systems
for the FPE in the ADS-B scenario.

In order to observe the obtained gains, a comparison of clear
text and encryption information from the previous works [13]
and [14] was carried out concerning the data from this re-
search. It can be seen from Table IX that the values found in
this research are in the same range as previous studies, taking
into account similar conditions, such as the use of AES-128
to obtain these data.

Although this research did not focus on the treatment of the
cryptographic key, we suggest using the aircraft identification
obtained in field 7 of the flight plan [44]. This field must
be filled in by pilots or airlines. Flight plans are processed
digitally through Air Traffic Control’s data processing and
visualization systems. According to the DECEA website!,
the SIGMA system can receive any flight plan over the
internet. It will be processed through DECEA’s computerized
systems from the origin of the flight to the destination. In the
proposed solution, the aircraft’s avionics will use the aircraft
identification in the TWEAK field to encrypt the ADS-B data.
The ground systems will receive the record via the flight plan
and can perform decryption together with the cryptographic
key.

V. CONCLUSION

In this work, we developed a system for capturing and
encrypting ADS-B data, installed near the Recife International
Airport, allowed storing and evaluating the performance of
the FPE algorithm in FF1 mode with the block ciphers AES,
LEA, ASCON, and ASCON-PRF as pseudorandom functions.
During the tests, four different scenarios were evaluated, and
it was observed that all block ciphers allowed an increase
in the entropy of ADS-B information transmitted by aircraft.
Future work includes further study of feasible methods for
exchanging secret keys that have the least possible impact on

Uhttps://www.decea.mil.br/?i=midia-e-informacao&p=pg_noticia&
materia=sigma-um-jeito-inovador-de-enviar-planos-de- voo- via-internet,
accessed on July 3, 2024.

legacy infrastructure and the implementations of the proposed
solution on reconfigurable hardware.
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