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Dynamic Ransomware Classification:

Leveraging Sandboxes and Machine Learning
Augusto Parisot, Lucila M.S. Bento, Raphael C.S. Machado

Abstract—The surge in ransomware attacks in recent years
has elevated this malware to one of the foremost cybersecurity
threats. This article presents a dynamic ransomware classifi-
cation approach, leveraging the malware analysis environment
provided by Cuckoo Sandbox and machine learning techniques.
We introduce a methodology encompassing steps for malicious
code sample collection, environment configuration for sample
execution, data collection, and dataset construction for ran-
somware detection and experimentation. Six machine learning
classifiers were employed to identify ransomware families and
individual cases, furnishing valuable tools for threat detection.
The results underscore the effectiveness of tree-based methods,
such as Random Forests and Decision Trees, in delineating
between different ransomware families.

Index Terms—Ransomware, Attack Detection, Machine Learn-
ing, Sandbox.

I. INTRODUCTION

THE cybercrime economy is burgeoning year by year. In
2023, the average cost of a data breach reached $4.45

million, marking a 2% increase from 2022 and a 15% rise over
the past three years [1]. According to the World Economic
Forum, the potential cost of cybercrime could soar to a
staggering $10.5 trillion annually by 2025 [2]. The motivations
and methods employed by malicious actors vary significantly,
making the battle against this threat exceptionally challenging.

In this context, ransomware attacks have surged due to
their simple yet effective techniques, facilitating quick gains
through the extortion of victims. Ransomware seizes and
encrypts the victim’s data, demanding substantial sums of
money for its release or to prevent exposure (known as double
extortion [3]). The damages caused by ransomware encompass
not only the ransom payment but also the costs associated
with the victim’s halted operations [4], making it a significant
threat and a pertinent subject of interest within the scientific
community.

Ransomware employs various attack vectors, including but
not limited to phishing campaigns, exploiting known vulner-
abilities, weak passwords, and supply chain attacks (such as
the Kaseya incident [5], [6], MOVEit [7], and JetBrains [8]).
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Detecting such attacks demands robust tools capable of pre-
venting or halting an ongoing attack and/or recovering the
seized data. Naturally, the scientific community has explored
Machine Learning algorithms for detecting various types of
malware attacks [9], [10], particularly ransomware, given the
characteristics of the attacks and the need for swift and
adaptive responses.

One of the most critical steps in producing effective
Machine Learning-based detection tools is constructing the
dataset used to train the classifiers, which can be used either in
isolation or combined with other tools for attack detection. As
far as we know, there is no ransomware dataset containing the
most recently active threats. Among the candidate information
to support detection, Application Programming Interface (API)
calls are widely used in the literature [11]–[13]. Monitoring
API calls provides comprehensive traces of the actions exe-
cuted by the software, allowing for the creation of API profiles
for malware detection and classification [14].

In this article, we analyze the detection of attacks from five
ransomware families targeting Windows operating systems,
which have been responsible for a substantial number of recent
attacks [5], [15]–[17]. Our proposal is based on using the
Cuckoo Sandbox tool to execute and investigate the behavior
of samples from the considered families. Utilizing the reports
generated by the Cuckoo Sandbox, we construct a dataset
containing the API calls made by the considered families and
employ six Machine Learning algorithms for attack detection.
Summarizing our results:

• Description of the environment configuration used for
executing the samples.

• Implementation and provision of tools for collecting
malware samples and generating datasets from the reports
produced by the Cuckoo Sandbox.

• Creation and provision of the produced dataset to ensure
the reproducibility of the presented results and enable
further studies on these ransomware families.

• Analysis of the performance of six Machine Learning
algorithms in detecting attacks from the five considered
families.

By creating a ransomware dataset addressing the latest
threats, this research fills a critical gap and lays a solid foun-
dation for future studies on ransomware detection. The com-
parative analysis of machine learning algorithms contributes
to understanding the effectiveness of different approaches in
ransomware detection and can help identify which algorithms
are best suited to address the specific characteristics of ran-
somware attacks, thereby guiding the development of more
effective and adaptable solutions. Furthermore, making the



JOURNAL OF COMMUNICATION AND INFORMATION SYSTEMS, VOL. 40, NO.1, 2025. 103

dataset and comparative analysis results available can promote
research reproducibility and encourage additional studies on
ransomware detection.

The work is organized as follows. Section II explores related
works found in the literature. The methodology employed to
conduct the research is detailed in Section III. The results of
the conducted experiments and the evaluation of the obtained
classifications are presented in Section IV. Finally, Section VI
delves into future prospects and offers conclusions drawn from
this study.

II. RELATED WORKS

Over the last five years, ransomware campaigns have proven
highly lucrative for their operators [18]. Despite international
efforts to investigate and combat these extortion practices,
their profitability persists. Consequently, there is a continuous
dissolution and reformation of new malicious actor groups,
often incorporating components from previous software and
implementing updates to enhance malware capabilities. This
dynamic results in a proliferation of active variants of the
same ransomware. In this context, sandbox environments are
widely used in malware analysis for their ability to automate
the process. They enable the evaluation of a large number
of samples, facilitate the comparison of different variants,
and enable the creation of datasets for Machine Learning
algorithms, as discussed in the following sections.

Maniriho et al. [19] conducted a comprehensive systematic
review of literature about malware detection techniques span-
ning from 2009 to 2022, providing an overview of the current
landscape of Windows malware detection techniques. The
literature review highlighted that behavior-based techniques,
such as the one adopted in this work, use analysis tools, like
sandboxes, to monitor and capture behavioral characteristics of
malware and benign EXE files. The paper also identifies Sup-
port Vector Machine and Random Forest as the most widely
used Machine Learning algorithms in malware detection.

The importance of combining machine learning algorithms
with analysis tools was emphasized in the work of Cen et
al. [13] specifically in the context of detecting ransomware
attacks.

Bhagwat and Pati [9] detail the process of extracting
behavioral traces from malware using the Cuckoo Sandbox
and a parser to transform the reports into a dataset. They
focused on data related to file access, processes, and registry
changes. However, the paper lacks specific details on the
selected parts or their representation in the overall content of
the reports. Additionally, there is no information about the
parser used, the features selected after applying the proposed
reduction methods, and the resulting dataset is not available for
reference. Other recent works [20]–[22] have also employed
sandboxing to detect ransomware attacks.

Dinh et al. [10] conducted three types of data extraction
from analysis reports generated by the Cuckoo Sandbox. The
first method treated the report file of each sample as a 1-
gram. The second considered only the categories of network,
signatures, behaviors, and others (unspecified) for feature
extraction in the dataset. In the third method, a new dictionary

was created, incorporating each new key-value pair from the
described sections, except in some cases where the occurrence
count of a specific key was included.

Observing that malware executes unique sequences of API
calls distinguishing them from other programs, [14] proposed
a method where the quantity of calls to a particular API is
considered, and these quantities are transformed into a vector
for each sample. The study used samples from three categories:
malicious, benign, and benign cryptographic programs. While
the paper outlines the techniques for extracting the best fea-
tures, there is a gap regarding the process that transforms the
reports from the sandbox into the initial dataset. Additionally,
the data is not made available for access.

The work in [11] utilizes sequences of API calls, file
accesses, and process trees represented through a vector
model. Among the reviewed works, this paper is the only one
providing some details about the configuration carried out on
the virtual machine used for sample analysis. In the study,
10 folders and 1,000 subfolders were randomly distributed
within Windows working folders such as “My Documents”
and “Desktop”. No file or program sharing occurred with the
authors’ developed/utilized tools.

Chen et al. [23] proposed a malware detection method
considering runtime information with the names of called
APIs, obtained using a sandbox, and integrating with Cy-
ber Threat Intelligences (CTIs) knowledge. Furthermore, the
method extracts a set of indicators to help identify the security
sensitivity levels of API calls, using deep neural networks
to train the malware detection model. Experimental results
indicate similar success rates to approaches that use simpler
machine learning algorithms.

In line with the previously mentioned works, this study
employs sandboxing and API calls to obtain malware behavior.
However, unlike the previous works, the present study provides
detailed configuration information about the experimental en-
vironment, the process of feature extraction and selection,
and makes all the developed data and tools available to the
community through GitHub, ensuring the reproducibility of the
results and making the resources available for further analysis.

III. METHODOLOGY

To address the existing limitations in the literature and
bridge the gap, this study focuses on examining and catego-
rizing API calls as either ransomware or benign, leveraging
a dataset constructed specifically for this purpose. Relevant
attributes were extracted from the dataset to optimize per-
formance. The study adhered to a consistent methodology,
encompassing several key steps: identification of the most
active ransomware families and sample acquisition, configu-
ration of the environment for running ransomware samples,
execution of samples within a sandbox for data acquisition,
pre-processing, classification using various machine learning
models, and subsequent analysis.

To construct the dataset, we scrutinized threat reports from
reputable organizations to identify the five most active ran-
somware families. Samples from these families were then
sourced from public repositories. Subsequently, we metic-
ulously configured the execution environment to replicate
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Fig. 1. Methodology pipeline.

real-world computing environments and executed the samples
within a sandbox, gathering relevant data throughout the
process.

Upon dataset acquisition, we conducted initial visualization
and evaluation to identify prevalent features. Subsequent pre-
processing steps aimed to enhance data quality and optimize
model performance and reliability. The dataset was parti-
tioned into training-test sets in 70:30 and 50:50 ratios to
facilitate classification using a variety of machine learning
models, including Decision Trees, Random Forests, K-Nearest
Neighbors, Naive Bayes, Support Vector Machines, and Multi-
layer Perceptrons. Finally, the obtained results were analyzed
comprehensively.

A visual representation of the methodology pipeline is
depicted in Fig. 1, illustrating the sequential flow of the
methodological steps adopted in this study.

Detailed descriptions of each stage, including activities per-
formed and tools utilized, are provided in subsequent sections.

A. Ransomware families

The landscape of malware, particularly ransomware, is in
constant flux, necessitating a focus on families responsible
for significant recent attacks rather than those active in the
current month. Drawing from various threat reports [5], [15]–
[17], our analysis centers on five prominent ransomware
families: REvil, Ryuk, LockBit, Conti, and Clop. These fam-
ilies, which orchestrated numerous attacks in 2022 and 2023,
form the cornerstone of our investigation. In this context, a
”ransomware family” refers to distinct groups or variants of
ransomware characterized by similar attributes and behaviors
often associated with specific malicious actors involved in their
development and/or distribution.

• REvil: Typically infiltrates systems through phishing
campaigns, brute-force attacks on Remote Desktop Pro-
tocol, or software vulnerabilities [24].

• Ryuk: Upon infecting a system, initiates service and
process shutdowns to streamline uninterrupted data en-
cryption [25].

• LockBit: Esteemed as one of the most lucrative ran-
somware families, LockBit boasts rapid encryption
speeds by encrypting only portions of files [26].

• Conti: Employs a variety of tools and techniques, in-
cluding custom malware and a multi-stage intrusion
model [27]. It leverages public search services like
Shodan and tools such as Shelter Project.

• Clop: Evolved from CryptoMix, initially disseminated via
email spear-phishing campaigns. Despite the apprehen-
sion of six suspects in Ukraine in 2021, attacks persisted
after a brief hiatus [28], [29].

To identify samples from these families, we conducted
searches across four repositories: VirusTotal, VirusShare, Mal-
ware Bazaar, and Hybrid-Analysis. Due to licensing con-
straints, we utilized VirusTotal as a catalog to obtain the
SHA256 hashes of samples belonging to the considered
families. Subsequently, the samples were downloaded from
VirusShare, Malware Bazaar, and Hybrid-Analysis using the
provided hashes.

To automate the search and download tasks, we developed
two Python scripts. The first script retrieves hashes from
VirusTotal, while the second script queries the VirusTotal
database for additional information and checks for sample
availability in other repositories.

Following the acquisition, evaluation, and processing of
hash lists, the total sample quantity per ransomware family is
detailed in Tab. III-A. Given our focus on analyzing malware
targeting the Windows environment and the capabilities of the
Cuckoo Sandbox configuration, only EXE and DLL files were
selected for analysis.

Family Sample Quantity
Ryuk 52
Revil 629

LockBit 49
Conti 104
Clop 15

TABLE I
SAMPLE QUANTITY PER RANSOMWARE FAMILY

B. Environment configuration

Malware analysis involves studying malware samples to
comprehend their functionalities and behavior. This encom-
passes two primary approaches: Static Analysis and Dynamic
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Analysis. Static analysis involves scrutinizing program code
without executing it, which may entail inspecting source code
or analyzing compiled binaries’ machine code. Dynamic Anal-
ysis, on the other hand, involves running malware samples in
a controlled virtualized environment to monitor their behavior,
observing actions such as registry key alterations, changes to
execution modes, network communications, and other system
interactions.

In our study, dynamic analysis serves as the primary ap-
proach for malware analysis due to its capability to observe
malware behavior in a controlled environment, enabling the
detection of malicious activities not always evident through
static analysis alone.

1) Techniques for Hiding Virtualization: To evade analysis
and bypass security controls, malware authors often design
their code to terminate execution when they detect analy-
sis environments. Due to the behavior of ransomwares and
recommendations from different authors [30]–[32], this study
focuses on hiding the virtualization of the considered families.
As part of the virtual machine (VM) preparation, the following
steps were taken:

• Virtual Machine Preparation: Configured as an end-user
machine, the VM simulated user activity by downloading
files and installing programs [33], populating the system
with various applications and files.

• Paranoid Fish Tool [34]:Executed to detect characteristic
virtualization traces, resulting in changes to Windows
Registry entries and replacing the default MAC address
of the VirtualBox network interface.

• INETSIM: Used to simulate common internet services,
convincing the ransomware under analysis that network
services are available.

2) Changes to Windows Group Policy: Several changes
were made to the Windows group policy to reduce the security
barriers of the operating system itself. These changes included:

1) Behavior of the elevation prompt for administrators in
Admin Approval Mode (Elevate without prompting);

2) Detect application installations and prompt for elevation
(Disabled);

3) Run all administrators in Admin Approval Mode (Dis-
abled);

4) Configure Automatic Updates (Notify for download and
notify for install);

5) Protect all network connections (Disabled);
6) Turn off Windows Defender Antivirus (Enabled).
3) Cuckoo Sandbox Analysis: Cuckoo Sandbox, created in

2012 by Guarnieri [35], was utilized for analyses. Once a
ransomware sample is submitted, Cuckoo loads a snapshot
of the VM (configured as described previously) to return
the system to a malware-free state before transferring and
executing the file under analysis. While the sample is being
executed, Cuckoo collects execution information such as API
calls, downloaded files, network traffic, strings contained in
the file, packers, memory dumps, and other information. It
is worth noting that Cuckoo Sandbox has a built-in REST
API that allows operations such as file submission, analysis
tracking, machine monitoring, and report downloading, facil-

itating integration with other systems and data mining from
the analysis results (used in building the dataset, described in
Section III-C1).

4) Hardware and Software Configuration: The host ma-
chine runs Ubuntu 20.04.4 LTS (64-bit) on an Intel Core i7-
8550U CPU with 16GB DDR4 RAM. The virtual machine
(VM) is equipped with Windows 7 Ultimate SP1 x64 on
VirtualBox version 6.1.32, allocated 4 cores with 4GB of
RAM. The architecture of the environment configuration is
presented in Fig. 2.

C. Running Samples and Data Acquisition

Once the samples collected, as described in Section III-A,
are stored locally, we initiate the analysis process using
Cuckoo Sandbox and VirtualBox tools. With the environment
configurations detailed in Section III-B, we submit the samples
for analysis. The analysis is performed in three steps.

1) Setup and Launch:
a) Launch the main program of Cuckoo Sandbox and

the VM.
b) Start the Cuckoo API and INETSIM services.

2) Analysis Process:
a) Cuckoo Sandbox injects the monitoring script file

into the client, where the sample executes.
b) The monitoring script captures various information

throughout the sample run.
c) Upon completion, the monitoring script sends the

recorded results back to Cuckoo, residing in the
VM software via the virtual network.

d) The analysis component within the host parses and
generates a report file.

e) The VM software utilizes a snapshot to restore the
VM to its initial state.

3) Data Extraction and Processing:
a) We utilize the Cuckoo Sandbox API to retrieve

reports for each analyzed ransomware sample.
b) Reports containing detailed information about the

behavior of each sample during execution are saved
in JSON format.

c) The JSON reports are divided into different sec-
tions, with the “behavior” section being the most
relevant for the scope of this study. It contains the
count of API calls made by the processes created
by the malware, process trees, used DLLs, created
and removed files and registry entries, among other
information. All API calls made during 600 sec-
onds of monitoring were considered, following the
recommendation by Black et al. [14].

d) In addition to capturing the JSON reports, our
developed scripts perform the necessary filtering
to transform the raw report data into features to
compose a Pandas dataset.

e) The NaN-filled data, resulting from the fact that a
certain sample did not make a call to that particular
API, was replaced with zeros in the produced
Pandas dataset.
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Fig. 2. Test environment setup

By following this process, we gather comprehensive data
on the behavior of each ransomware sample under analysis,
facilitating the subsequent stages of feature extraction, classi-
fication, and evaluation.

1) Dataset Description: Following the steps outlined in
Section III-C, we obtained the Pandas dataset comprising the
ransomware samples detailed in Section III-A, along with the
analysis of 100 samples of benign applications. This benign set
encompasses applications like Mozilla Thunderbird, Mozilla
Firefox, MS Office 2016, WinRAR, VLC Media Player, Java,
and generic Windows utilities such as drivers, network utilities,
multimedia tools, and program installers.

In total, the dataset consists of 261 columns represent-
ing various APIs called during the analysis, including NT-
QueryKey, LdrUnloadDll, and LdrGetDllHandle, and 849
rows representing each of the analyzed samples.

D. Pre-Processing Phase

With our datasets prepared, we are ready to apply data
optimization techniques and move forward with classification.
It’s crucial to note that many Machine Learning algorithms
require data standardization to perform effectively. Without
standardization to a normal distribution (Gaussian with zero
mean and unit variance), these algorithms may underperform.
In our API calls dataset, we observe significant variability
in values, particularly in calls to the Windows Crypto li-
brary (such as CryptGenKey, CryptEncrypt, CryptDecrypt, and
CryptExportKey), which are heavily utilized by ransomware
for file encryption. When a feature’s variance vastly outweighs
others, it can dominate the objective function, hindering the
algorithm’s ability to learn other features effectively.

To establish comparison parameters and evaluate potential
improvements in classification accuracy, we applied the Stan-
dardScaler [36] standardization technique and the Principal
Component Analysis (PCA) [37] dimensionality reduction
method during the pre-processing phase.

StandardScaler scales the data so that each feature has a
mean of zero and a variance of one. This normalization is
crucial for algorithms like Support Vector Machines and K-
Nearest Neighbors, which perform optimally when features

are standardized. Given the varying counts of API calls across
samples, StandardScaler helps mitigate these differences, en-
suring comparability across the dataset.

PCA, on the other hand, is a dimensionality reduction tech-
nique that reduces the number of variables in a dataset while
retaining as much information as possible. With our dataset
containing numerous API calls, PCA identifies the directions
of greatest variance and projects the data into a new, lower-
dimensional space, preserving relevant information. This not
only aids in reducing model training time but also mitigates
the risk of overfitting.

Therefore, employing StandardScaler to standardize API
call counts and PCA to reduce dataset dimensionality proves
invaluable for data preparation before classification, particu-
larly when dealing with a large number of API calls and aim-
ing to address issues related to dimensionality and disparate
scales between features. In this work we used PCA with its
parameter n=100, therefore reducing the 261 columns to 100.

E. Classification Phase
Machine Learning algorithms play a crucial role in classi-

fying and clustering different types of malware, as indicated
by recent studies [13], [38]–[40]. For this research, we se-
lected classical algorithms widely used in the literature [41]–
[43], including Decision Tree (DT), Random Forest (RF), K-
Nearest Neighbors (KNN), Naive Bayes (NB), Support Vector
Machines (SVM), and Multilayer Perceptron (MLP). All al-
gorithms were implemented using the SciKit-Learn library.

1) Decision Trees: DTs [36] are a supervised learning
technique known for their non-parametric approach, which
involves constructing a hierarchical structure of if–else condi-
tions based on input data properties. They segment the dataset
into subsets using features that offer the most information
gain. Each internal node signifies a feature, while each branch
denotes a decision based on that feature. The leaf nodes
represent class labels. While DTs are susceptible to overfitting,
techniques like pruning can regularize them.

2) Random Forest: RF [36] is an ensemble learning method
derived from DTs. It constructs multiple decision trees and
amalgamates their predictions to enhance accuracy and miti-
gate overfitting. RF introduces randomness in the tree-building
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process by considering random subsets of features and samples
for each tree. It exhibits robustness to noise and outliers,
typically yielding high accuracy across diverse datasets.

3) K-Nearest Neighbors: The KNN [36] algorithm is
renowned as one of the simplest Machine Learning algorithms.
It’s commonly utilized for classification but can be extended
for regression tasks. KNN is a non-parametric algorithm
wherein the majority class label determines the class label of a
new data point among its nearest ‘k’ neighbors in the feature
space. During training, KNN stores labeled instances, serving
as the “‘knowledge” for predictions. It computes distances,
identifies neighbors, and assigns class labels based on majority
voting. In cases of ties, additional rules may dictate label
selection.

4) Naive Bayes: NB [36] is a probabilistic classifier
grounded in Bayes’ theorem, assuming strong independence
among features. It posits that the presence of one feature in a
class is unrelated to the presence of another. Despite its sim-
plicity and assumptions, NB often excels in text classification
and other domains. It requires relatively little training data to
estimate necessary parameters accurately.

5) Support Vector Machines: SVMs [36] are effective
supervised learning techniques applicable to regression and
classification tasks, particularly adept at delineating distinct
class boundaries. SVM locates an optimal hyperplane that
maximally separates classes in feature space. During training,
SVMs discern the significance of each data point in illustrating
class boundaries, with support vectors being crucial in this
process. Classification decisions are based on the importance
of support vectors and distances discovered during training.

6) Multilayer Perceptron: MLP [44] is a type of artificial
neural network featuring multiple layers of nodes (neurons),
including input, hidden, and output layers. Neurons within
layers are densely connected, facilitating information flow.
MLPs employ backpropagation and gradient descent to up-
date weights, minimizing error between predicted and actual
outputs.

F. Evaluation Phase

The evaluation phase involved assessing the performance
of binary and multiclass classifications of the selected ran-
somware families, using the dataset constructed as detailed in
Section III-C1.

In multiclass classification, family A is designated as the
positive class, while the remaining families (x) are considered
the negative class. Hence, we define TP (True Positive)
as the samples accurately classified as belonging to family
A, TN (True Negative) as samples correctly identified as
not belonging to family A, FP (False Positive) as samples
inaccurately classified as belonging to family A, and FN
(False Negative) as samples belonging to family A but not
recognized as such.

The metrics Precision, Recall, F1-measure, and Accuracy
are used for evaluation. Precision assesses the classifier’s
accuracy in predicting a positive family and is calculated as:

Precision =
TP

TP + FP
(1)

Recall measures how many true positives were successfully
identified as positives by the model:

Recall =
TP

TP + FN
(2)

The F1-Score, a harmonic mean between Precision and
Recall, signifies overall model quality:

F1score = 2× Precision×Recall

Precision+Recall
(3)

Accuracy indicates the correct classification of positive and
negative instances:

Accuracy =
TP + TN

TP + TN + FP + FN
(4)

For multiclass classification, Accuracy represents the correct
classifications across all families divided by the total number
of samples:

Accuracy =
correctly classified samples

total number of samples
(5)

In this study, Accuracy serves as the primary metric, re-
flecting correct classifications relative to the total number of
classifications. Additionally, the highest Recall is considered
to prioritize detecting all positives in ransomware detection.

In the context of Precision and Recall metrics, high Pre-
cision signifies a close percentage of true positives (TP ) to
all instances actually positive (TP + FP ), which is achiev-
able when false positives (FP ) are minimal or nonexistent.
Conversely, high Recall denotes a close percentage of true
positives (TP ) to all instances classified as positive (TP +
FN ), feasible when false negatives (FN ) are minimal or
absent.

IV. RESULTS AND FURTHER DISCUSSION

The experiments were conducted using Python version 3.9
on the same device outlined in Section III-B4. For training and
testing, the data was split into two divisions: one with a 70:30
ratio and another with a 50:50 ratio. Two experiments were
carried out for each test size, employing DT, RF, KNN, NB,
SVM, and MLP. In Experiment 1, all classifiers were utilized
for binary classification across both test sizes. In Experiment
2, all classifiers were employed for multiclass classification
across both test sizes. Throughout the experiments, four eval-
uation metrics — Precision, Recall, F1-score, and accuracy —
were recorded, and the models were evaluated based on these
metrics.

A. Binary Classification

This section outlines the evaluation focused on identifying
whether a sample is benign or malicious. The experiment was
conducted individually for each ransomware family, enabling
the identification of the specific family to which a malicious
sample belongs. Classifications were executed under two sce-
narios: one with a 70:30 data split (where 70% of the data
is used for training and 30% for testing) and another with
a 50:50 data split. Additionally, the dataset was evaluated
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without optimization, post application of StandardScaler for
data standardization and PCA with n = 100 for dimensionality
reduction.

Tab. II, III, IV, V, VI, and VII illustrate the results of binary
classification with a 70:30 data split. The rows categorize ran-
somware families and benign samples (identified in the tables
as Goodware), while the columns group dataset optimization
scenarios, displaying the observed results for the considered
metrics in each scenario. The tables adopt a heatmap-style
color scheme, where the classification results are represented
by varying shades of blue, with darker shades indicating better
performance.

Examining Tab. II, it becomes evident that precision and
recall metrics consistently demonstrate strong performance
across various malware families, including Revil, Ryuk, Lock-
Bit, and Clop. This indicates the algorithm’s ability to accu-
rately classify both benign and malicious samples, effectively
minimizing false positives and false negatives. Furthermore,
the algorithm achieves an impressive global Accuracy of 96%,
underscoring its proficiency in categorizing the majority of
samples correctly, regardless of their nature. This highlights
the algorithm’s robustness and effectiveness in identifying dis-
criminatory patterns between benign and malicious samples.
Moreover, Precision, Recall, and F1-Score metrics maintain
consistently high levels across different data preprocessing
configurations, such as normalization (StandardScaler) and
dimensionality reduction (PCA). This consistency suggests
that the algorithm’s performance remains stable and is not sig-
nificantly influenced by the preprocessing techniques applied
to the data.

In Tab. III, the overall accuracy of the RF algorithm matches
that of the DT algorithm (i.e., 96%), indicating that RF per-
forms comparably well in correctly categorizing the majority
of samples, regardless of their nature as benign or malicious.
Notably, for the Revil and Clop ransomware families, both
Precision and Recall values consistently remain high. Similar
to the observations with the DT algorithm, RF demonstrates
consistent high performance across various data preprocessing
configurations, including normalization (StandardScaler) and
dimensionality reduction (PCA), as evidenced by sustained
high levels of Precision, Recall, and F1-Score.

Looking at Tab. IV, we observe significant variations in
Precision, Recall, and F1-Score metrics across different ran-
somware families. For instance, Clop achieves perfect Pre-
cision and Recall scores of 100% whereas LockBit exhibits
lower scores (69% Precision). These metrics also vary depend-
ing on the data preprocessing method applied. For LockBit,
Precision drops notably when no data transformation is applied
(69%), but escalates to 100% with the StandardScaler method.
The overall accuracy of the KNN model ranges from 85%
to 100% for various data preprocessing configurations, sug-
gesting sensitivity to data preparation methods while demon-
strating high accuracy under specific conditions. Clop proves
particularly challenging to classify accurately, highlighting
either a necessity for model refinement or a notable difficulty
in detecting this specific ransomware strain.

In Tab. V, one can observe significant variations in Preci-
sion, Recall, and F1-Score results across different malware
families and data preprocessing methods. For instance, the

Precision and Recall values for benign samples exhibit con-
siderable fluctuation depending on the preprocessing technique
employed. While Recall achieves 100% with StandardScaler,
Precision only reaches 15% with PCA. Conversely, for the
Revil ransomware family, Precision and Recall exhibit more
consistent performance across all preprocessing methods. Nev-
ertheless, the overall accuracy displays substantial variance
across preprocessing techniques, ranging from 47% with PCA
to 91% with raw data (unprocessed). These findings suggest
a high sensitivity of the NB algorithm to data preparation
methods, indicating that certain preprocessing approaches may
be more suitable for specific ransomware families than others.

By analyzing Tab. VI, it becomes evident that, similar
to NB, SVM is sensitive to the data preparation methods,
suggesting that specific preprocessing techniques might be
better suited for certain ransomware families than others.
Furthermore, there is a notable diversity in the Precision,
Recall, and F1-score outcomes across various ransomware
families and data preprocessing approaches.

When examining Tab. VII, we can see that Precision, Recall,
and F1-Score outcomes vary significantly across various mal-
ware families and data preprocessing methods. For instance,
in benign samples, Precision and Recall values exhibit notable
differences based on the chosen data preprocessing approach.
With StandardScaler, Recall achieves 100%, whereas with
PCA, Precision drops to 0%. On the other hand, for the
Revil ransomware family, results appear more consistent,
maintaining consistently high Precision and Recall across
all preprocessing methods. Nevertheless, the overall accuracy
shows considerable variation among different preprocessing
techniques, ranging from 85% with PCA to 93% with raw
data (no preprocessing).

It can be observed that, overall, the utilization of Stan-
dardScaler and PCA enhances classification performance. In
specific instances, there was a notable improvement of 10%
in the Accuracy metric with 70:30 data spli, particularly
evident in LockBit detection (classified by KNN and SVM)
and Ryuk. Additionally, Clop (classified by MLP) attained
flawless classification performance when StandardScaler and
PCA were applied.

Experiments were conducted to evaluate the performance
of algorithms with a 50:50 data split. For clarity, the graphic
depicted in Fig. 3 illustrates the average values of each metric
across datasets without preprocessing, with StandardScaler
applied, and with PCA dimensionality reduction.

Upon reviewing the results illustrated in Fig. 3, it becomes
evident that, similar to the 70:30 data split, DT exhibits
the most favorable average performance concerning Precision,
Recall, F1-Score, and Accuracy compared to other classifiers.
RF also demonstrates robust average performance across all
metrics, albeit slightly below that of the DT. Both SVM
and KNN display comparable average performance, with
Precision, Recall, and F1-score ranging between 0.75 to 0.8.
Although NB yields the lowest average performance, possibly
due to its known difficulty in generalization in some scenar-
ios [45]–[47].

We can notice that in some cases, the algorithms were
able to achieve perfect classification, where all ransomware
samples are considered malicious and all benign samples are
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Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.76 0.86 0.81 0.76 0.86 0.81 0.76 0.86 0.81

Revil 0.99 0.97 0.98 0.99 0.97 0.98 0.99 0.97 0.98
Accuracy 0.96 0.96 0.96
Goodware 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00

Ryuk 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Accuracy 1.00 1.00 1.00
Goodware 1.00 0.93 0.96 1.00 0.93 0.96 0.98 1.00 0.99
LockBit 0.86 1.00 0.92 0.86 1.00 0.92 1.00 0.95 0.97

Accuracy 0.95 0.95 0.95
Clop 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00

Goodware 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Accuracy 1.00 1.00 1.00

Conti 0.95 0.95 0.95 0.95 0.95 0.95 0.95 0.95 0.95
Goodware 0.9 0.9 0.9 0.9 0.9 0.9 0.9 0.9 0.9
Accuracy 0.93 0.93 0.93

TABLE II
BINARY CLASSIFICATION WITH 70:30 DATA SPLIT AND DT

Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.95 0.95 0.95 0.91 0.95 0.93 1.00 0.82 0.91

Revil 1.00 1.00 1.00 1.00 0.99 0.99 0.98 1.00 0.99
Accuracy 0.99 0.99 0.98
Goodware 1.00 0.93 0.96 1.00 0.93 0.96 1.00 0.96 0.98

Ryuk 0.87 1.00 0.93 0.87 1.00 0.93 0.93 1.00 0.96
Accuracy 0.95 0.95 0.98
Goodware 1.00 0.96 0.98 0.98 1.00 0.99 1.00 0.93 0.96
LockBit 0.92 1.00 0.96 1.00 0.95 0.97 0.87 1.00 0.93

Accuracy 0.97 0.98 0.95
Conti 0.95 0.95 0.95 0.95 0.95 0.95 0.84 1.00 0.92

Goodware 0.9 0.9 0.9 0.9 0.9 0.9 1.00 0.67 0.8
Accuracy 0.93 0.93 0.88

Clop 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Goodware 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
Accuracy 1.00 1.00 1.00

TABLE III
BINARY CLASSIFICATION WITH 70:30 DATA SPLIT AND RF

Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.76 0.86 0.81 0.87 0.91 0.89 0.91 0.91 0.91

Revil 0.99 0.97 0.98 0.99 0.99 0.99 0.99 0.99 0.99
Accuracy 0.96 0.98 0.98
Goodware 0.93 0.93 0.93 1.00 0.96 0.98 1.00 0.96 0.98

Ryuk 0.85 0.85 0.85 0.93 1.00 0.96 0.93 1.00 0.98
Accuracy 0.90 0.98 0.98
Goodware 0.96 0.82 0.88 1.00 0.93 0.96 0.97 0.97 0.97
LockBit 0.69 0.92 0.79 0.86 1.00 0.92 0.95 0.95 0.95

Accuracy 0.85 0.95 0.97
Conti 0.94 0.89 0.92 0.93 1.00 0.96 0.93 1.00 0.96

Goodware 0.83 0.9 0.86 1.00 0.86 0.92 1.00 0.86 0.92
Accuracy 0.90 0.95 0.95

Clop 0.00 0.00 0.00 1.00 1.00 1.00 1.00 1.00 1.00
Goodware 0.93 1.00 0.96 1.00 1.00 1.00 1.00 1.00 1.00
Accuracy 0,93 1.00 1.00

TABLE IV
BINARY CLASSIFICATION WITH 70:30 DATA SPLIT AND KNN

Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.5 0.27 0.35 0.49 1.00 0.66 0.15 1.00 0.26

Revil 0.93 0.97 0.95 1.00 0.89 0.94 1.00 0.41 0.58
Accuracy 0.91 0.9 0.47
Goodware 0.88 1.00 0.93 0.93 0.46 0.62 1.00 0.93 0.96

Ryuk 1.00 0.69 0.82 0.44 0.92 0.6 0.87 1.00 0.93
Accuracy 0.9 0.61 0.95
Goodware 0.96 0.96 0.96 1.00 1.00 1.00 1.00 0.85 0.92
LockBit 0.92 0.92 0.92 1.00 1.00 1.00 0.77 1.00 0.83

Accuracy 0.95 1.00 0.85
Conti 0.75 1.00 0.85 0.79 1.00 0.88 0.95 0.97 0.96

Goodware 1.00 0.38 0.55 1.00 0.52 0.69 0.95 0.9 0.93
Accuracy 0.78 0.83 0.95

Clop 0.08 1.00 0.14 0.11 1.00 0.19 0.20 1.00 0.33
Goodware 1.00 0.11 0.20 1.00 0.37 0.54 0.20 0.7 0.83
Accuracy 0.17 0.41 0.72

TABLE V
BINARY CLASSIFICATION WITH 70:30 DATA SPLIT AND NB

considered benign. This observation is particularly relevant
when considering the classification performed by DT for Ryuk

and KNN for Clop, where we achieved 100% accuracy for
both data splits (70:30 and 50:50).
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Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.70 0.73 0.71 0.91 0.91 0.91 0.91 0.91 0.91

Revil 0.97 0.97 0.97 0.99 0.99 0.99 0.99 0.99 0.99
Accuracy 0.94 0.98 0.98
Goodware 1.00 0.89 0.94 1.00 0.96 0.98 1.00 0.96 0.98

Ryuk 0.81 1.00 0.9 0.93 1.00 0.96 0.93 1.00 0.96
Accuracy 0.93 0.98 0.98
Goodware 0.96 0.86 0.91 0.97 1.00 0.98 0.96 1.00 0.98
LockBit 0.73 0.92 0.81 1.00 0.92 0.96 1.00 0.91 0.96

Accuracy 0.88 0.97 0.97
Conti 0.9 0.96 0.92 0.96 0.97 0.96 0.96 0.97 0.96

Goodware 0.89 0.81 0.85 0.96 0.9 0.93 0.96 0.9 0.93
Accuracy 0.9 0.95 0.95

Clop 1.00 1.00 1.00 0.67 1.00 0.8 1.00 1.00 1.00
Goodware 1.00 1.00 1.00 1.00 0.96 0.98 1.00 1.00 1.00
Accuracy 1.00 0.97 1.00

TABLE VI
BINARY CLASSIFICATION WITH 70:30 DATA SPLIT AND SVM

Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.73 0.86 0.79 0.96 1.00 0.98 1.00 0.86 0.93

Revil 0.99 0.97 0.98 1.00 1.00 1.00 0.99 1.00 0.99
Accuracy 0.96 1.00 0.99
Goodware 0.87 0.96 0.92 1.00 0.96 0.98 1.00 0.93 0.96

Ryuk 0.9 0.69 0.78 0.93 1.00 0.96 0.87 1.00 0.93
Accuracy 0.88 0.98 0.95
Goodware 0.9 0.93 0.91 0.96 0.93 0.95 0.95 0.91 0.92
LockBit 0.82 0.75 0.78 0.85 0.92 0.88 0.82 0.91 0.86

Accuracy 0.88 0.93 0.90
Conti 0.91 0.84 0.88 0.93 0.97 0.95 0.86 0.97 0.91

Goodware 0.75 0.86 0.8 0.95 0.86 0.9 0.94 0.71 0.81
Accuracy 0.85 0.93 0.88

Clop 0.00 0.00 0.00 1.00 1.00 1.00 1.00 1.00 1.00
Goodware 0.93 1.00 0.96 1.00 1.00 1.00 1.00 1.00 1.00
Accuracy 0.93 1.00 1.00

TABLE VII
BINARY CLASSIFICATION WITH 70:30 DATA SPLIT AND MLP
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Fig. 3. Binary classification with 50:50 data split

In general, the application of StandardScaler and PCA
seems to enhance the performance of evaluation metrics for
most classifiers when compared to utilizing the original (Nor-
mal) dataset.

B. Muticlass Classification
Tab. VIII, IX, X, XI, XII, and XIII illustrate the perfor-

mance of the algorithms in differentiating ransomware samples
among the selected families. As outlined in Section IV-A,
the dataset was divided into 70:30 and 50:50 data splits,

considering the dataset without optimization, with the applica-
tion of StandardScaler, and with the application of PCA with
n = 100. The organization and formatting of the tables adhere
to the description provided in Section IV-A.

Based on Tab. VIII, it is evident that, for certain metrics
and ransomware classes, the DT model performed better with
the original dataset (Normal) in comparison to data processed
using preprocessing techniques such as StandardScaler and
PCA. This is highlighted by the cells shaded in darker blue,
signifying higher Precision, Recall, and F1-Score values for
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Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 1.00 0.90 0.95 0.76 0.91 0.83 0.76 0.91 0.83

Revil 0.98 0.97 0.97 1.00 0.94 0.97 1.00 0.94 0.97
Ryuk 1.00 0.94 0.97 0.92 0.92 0.92 0.92 0.92 0.92

LockBit 0.85 0.94 0.89 0.84 0.91 0.87 0.84 0.91 0.87
Clop 0.50 1.00 0.67 0.67 0.86 0.75 0.67 0.86 0.75
Conti 1.00 0.94 0.97 0.96 0.94 0.95 0.96 0.94 0.95

Accuracy 0.95 0.93 0.93
TABLE VIII

MULTICLASS CLASSIFICATION WITH 70:30 DATA SPLIT AND DT

the original dataset when contrasted with the corresponding
cells in the StandardScaler and PCA columns. For instance,
the benign samples (Goodware) exhibit higher Precision, Re-
call, and F1-Score values in the original dataset than in the
processed datasets. A similar trend is noted for the Revil and
Conti classes

In Tab. IX, we observe that RF achieved its best perfor-
mance in classifying the Ryuk family, falling short of 100%
only in the Recall and F1-Score metrics when using the
PCA preprocessing technique. Regarding benign samples, the
model attained high Precision, Recall, and F1-Score values
with the original dataset (Normal), albeit slightly lower values
were observed when considering preprocessing techniques like
StandardScaler and PCA. Across all preprocessing techniques,
the performance metrics for the Revil family consistently re-
mained high, underscoring the model’s effectiveness in multi-
class classification of this ransomware family. Conversely,
the Clop family exhibited significant performance variations
across preprocessing techniques, emerging as the family with
the poorest performance.

Tab. X suggests that, overall, KNN performance seems
to improve with preprocessing techniques, particularly Stan-
dardScaler and PCA, where there is a trend of increasing
performance metrics compared to using the normal dataset.
Regarding the classification of families, benign samples and
the Clop family exhibited very poor performance across all
metrics, except when StandardScaler and PCA were utilized.

Tab. XI indicates that while the utilization of StandardScaler
can enhance multiclass classification with NB, the overall
performance of the model remains low.

The SVM achieves an average accuracy of 0.89, as shown in
Tab. XII, signifying strong multiclass classification capability.
Regarding specific ransomware families, Precision, Recall, and
F1-Score metrics remain consistent across all preprocessing
techniques for Revil and Conti, while they vary based on
preprocessing techniques for Ryuk, LockBit, and Clop.

When analyzing Tab. XIII, it becomes evident that, similar
to other models, MLP exhibits varied performance across
different ransomware families. While some families achieve
high precision and recall rates, others yield lower results.
The utilization of preprocessing techniques like StandardScaler
and PCA notably enhances MLP’s performance compared
to raw data. Notably, families such as Revil and Conti are
distinguished with remarkable precision and recall, under-
scoring MLP’s effectiveness in identifying these ransomware
variants. Despite performance fluctuations across families and
preprocessing methods, MLP demonstrates consistent results
in multiclass classification, underscoring its proficiency in
discriminating between distinct ransomware families.

Just as in binary classification, we conducted experiments
to evaluate algorithms’ performance with a 50:50 data split

for multiclass classification. The graph depicted in Fig. 4
illustrates the average metric values across datasets without
preprocessing, with StandardScaler applied, and with PCA
dimensionality reduction. The findings indicate that RF ex-
hibited the strongest performance, followed by KNN and DT.
Conversely, MLP and NB demonstrated lower performance,
with NB recording the weakest results among the algorithms.
Notably, NB displayed considerably lower values of precision,
recall, and F1-Score across all preprocessing techniques.

We observed promising results regarding the classifiers’
performance across different scenarios. RF demonstrated the
highest discriminative ability among ransomware families,
achieving an impressive overall accuracy of 97% across
both 70:30 and 50:50 data splits. Conversely, NB algorithm
performed the poorest in multiclass classification, exhibiting
inferior performance across both data splits, mirroring its
performance in binary classification.

V. LIMITATIONS OF THIS STUDY

In many studies focused on detecting malware using ML
algorithms, defining the parameters and characteristics poses
significant challenges. While our study employs classical ML
models for detection, the process of collecting samples and
assembling datasets is subject to continuous development.
Consequently, providing a definitive dataset for training and
testing ML algorithms remains problematic. It’s conceivable
that other researchers may introduce new ransomware samples
from the same families or incorporate additional steps or
activities into the methodology, potentially enhancing model
performance through novel combinations of models.

Furthermore, we acknowledge that our dataset is relatively
small and lacks balanced proportions between benign and
malicious samples. This imbalance could introduce biases
into our classification results. Moreover, expanding the benign
sample pool to include applications exhibiting behavior akin
to ransomware, such as heavy encryption usage, could provide
a more comprehensive dataset for analysis.

VI. CONCLUSION AND FUTURE WORK

The utilization of Cuckoo Sandbox and virtualized en-
vironments for malware analysis has proven invaluable in
cybersecurity. The comprehensive reports provided by Cuckoo
offer deep insights into malware behavior, forming a solid
foundation for defense strategies. In this study, we construct
a new dataset for ransomware classification, leveraging API
call data extracted from Cuckoo reports. Using six machine
learning classifiers, we successfully identified ransomware
families and individual samples, offering valuable tools for
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Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 1.00 0.95 0.98 0.83 0.85 0.84 0.97 0.85 0.91

Revil 0.97 1.00 0.98 0.97 0.99 0.98 0.92 0.98 0.95
Ryuk 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.96 0.98

LockBit 0.94 0.94 0.94 0.84 0.91 0.87 0.91 0.91 0.91
Clop 0.33 1.00 0.50 1.00 0.14 0.25 1.00 0.86 0.92
Conti 0.94 0.97 0.95 0.94 0.96 0.95 0.86 0.78 0.82

Accuracy 0.97 0.95 0.93
TABLE IX

MULTICLASS CLASSIFICATION WITH 70:30 DATA SPLIT AND RF

Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.59 0.62 0.60 0.89 0.91 0.90 0.86 0.91 0.89

Revil 0.92 0.95 0.94 0.97 0.96 0.96 0.98 0.97 0.97
Ryuk 1.00 0.94 0.97 0.96 0.96 0.96 0.93 0.96 0.94

LockBit 0.93 0.78 0.85 0.95 0.91 0.93 0.91 0.91 0.91
Clop 0.00 0.00 0.00 1.00 0.86 0.92 1.00 0.86 0.92
Conti 0.78 0.94 0.85 0.83 0.88 0.85 0.93 0.86 0.89

Accuracy 0.89 0.93 0.94
TABLE X

MULTICLASS CLASSIFICATION WITH 70:30 DATA SPLIT AND KNN

Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.44 0.19 0.27 0.78 0.41 0.54 0.07 0.12 0.09

Revil 0.98 0.82 0.89 1.00 0.94 0.97 0.95 0.45 0.61
Ryuk 0.92 0.71 0.80 0.96 0.85 0.90 0.44 0.58 0.50

LockBit 1.00 0.89 0.94 0.84 0.91 0.87 0.27 0.48 0.34
Clop 0.00 0.00 0.00 0.19 1.00 0.33 0.32 1.00 0.48
Conti 1.00 0.42 0.59 0.98 0.84 0.90 0.33 0.82 0.47

Accuracy 0.72 0.89 0.51
TABLE XI

MULTICLASS CLASSIFICATION WITH 70:30 DATA SPLIT AND NB

Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.78 0.86 0.82 0.83 0.88 0.86 0.78 0.85 0.82

Revil 0.97 0.94 0.96 0.97 0.93 0.95 0.99 0.92 0.95
Ryuk 0.92 0.65 0.76 0.96 0.96 0.96 0.93 0.96 0.94

LockBit 0.70 0.78 0.74 0.94 0.65 0.77 0.81 0.57 0.67
Clop 0.11 1.00 0.20 1.00 0.86 0.92 1.00 0.86 0.92
Conti 0.93 0.87 0.90 0.81 0.90 0.85 0.81 0.94 0.87

Accuracy 0.89 0.90 0.89
TABLE XII

MULTICLASS CLASSIFICATION WITH 70:30 DATA SPLIT AND SVM

Malware
Normal StandardScaler PCA

Precision Recall F1-Score Precision Recall F1-Score Precision Recall F1-Score
Goodware 0.60 0.14 0.23 0.81 0.88 0.85 0.86 0.91 0.89

Revil 0.89 0.93 0.91 0.98 0.95 0.97 0.95 0.97 0.96
Ryuk 0.57 0.76 0.65 0.93 0.96 0.94 1.00 0.92 0.96

LockBit 0.93 0.78 0.85 0.87 0.87 0.87 0.90 0.83 0.86
Clop 0.00 0.00 0.00 0.86 0.86 0.86 1.00 0.86 0.92
Conti 0.84 0.68 0.75 0.85 0.92 0.88 0.80 0.92 0.86

Accuracy 0.81 0.93 0.93
TABLE XIII

MULTICLASS CLASSIFICATION WITH 70:30 DATA SPLIT AND MLP

threat detection. Our research also considered the limitations of
dynamic analysis-based approaches against ransomware with
anti-VM capabilities, shaping our analysis environment.

Among the classification techniques, tree-based methods
(RF and DT) demonstrated promising outcomes in terms
of Precision, Recall, and F1 metrics, making them prime
candidates for constructing effective ransomware detection
systems.

To advance this research, we can conduct a detailed anal-
ysis of classifier parameters, particularly focusing on MLP,
to enhance classification accuracy. Furthermore, developing
and deploying a ransomware detection and prevention system
based on the outlined approach, evaluating the efficacy of
different classifiers, and assessing the runtime performance

of algorithms in the detection system to ensure efficiency
in real-time scenarios are crucial steps forward. Additionally,
extending the study to classify other types of malware be-
yond ransomware, exploring the adaptability of the proposed
approach, and expanding the proposed dataset by considering
new ransomware samples (potentially from other families) and
benign samples would enrich future research efforts.
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