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Smart Lab: An IoT-centric Approach for Indoor
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Abstract—This work presents an Internet of Things (IoT)-
centric approach to automation in indoor environments (e.g., lab-
oratories, offices, and houses). The platform allows for Internet-
connecting electronic and non-electronic devices for low-cost
and fast automation control rather than replacing them as
market solutions propose. The IoT solution comprises adaptive
hardware modules, a mobile application, a database, and a
Message Queuing Telemetry Transport (MQTT)-based broker
server deployed in a real scenario for proof of concept. The
mobile application functions manage the hardware modules to
remote control lamps, air conditioners, TVs, and curtains. The
commands are set through predefined touchscreen buttons or
voice commands interpreted by a virtual assistant based on
natural language processing (NLP) and natural language un-
derstanding (NLU) machine learning algorithms embedded in a
framework called Wit.ai. The database handles user subscriptions
by providing administrative functions. Finally, a real-time broker
server manages the entities’ communication based on the MQTT
message exchange protocol, including a security layer based on
the Transport Layer Security (TLS) protocol.

Index Terms—Internet of Things, MQTT protocol, natural
language processing, natural language understanding, smart
environment, smart lab, TLS protocol, virtual assistant.

I. INTRODUCTION

TECHNOLOGICAL advances boost the development of
several standard communications that connect devices

through heterogeneous telecommunication systems and net-
works. Accordingly, new services and applications emerge
as solutions to support the digital transformation of different
markets. Among these up-to-date technologies, the Internet
of Things (IoT) is a suitable approach for Internet-connect
daily live objects to automate processes and decision-making
through data analytics in different scenarios [1]. Therefore, IoT
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solutions afford real-time data monitoring based on sensing
capabilities while remotely controlling different processes. As
a result, IoT technologies contribute to equipment manufac-
turers, Internet service providers, and application developers,
yielding standard services and applications into innovative
solutions to reduce costs and enhance performance. This
plethora of applications and services is mainly classified as
smart indoor environments (homes, laboratories, and offices),
smart cities, smart farms, e-health, and Industry 4.0 solutions
[1]–[4].

Smart cities IoT solutions improve citizens’ quality of
life by offering mobility solutions, public surveillance, and
efficient resources (e.g., energy distribution, water treatment,
selective waste collection, etc.). Hence, smart devices are
strategically distributed over urban areas for sensing and
monitoring or available based on mobile applications to supply
the citizens’ needs [2], [5]–[8]. As a result, these services and
applications enhance the habitant’s social well-being while
enabling a circular economy and sustainable development.
Likewise, e-health solutions boost service quality in hospital
environments by providing accurate medical diagnoses and
treatments, reducing costs, and increasing patient safety [9].

Besides, rural areas are equipped with sensors and actuators
for crop and livestock monitoring, resulting in the automation
of several processes and high productivity and quality rates.
Indeed, some control factors are highlighted, such as climate
data collection, crop growth monitoring, precise disease detec-
tion, reducing waste due to effective harvesting, herds behavior
monitoring, and tracking along the life cycle [3], [10], [11].
Furthermore, Industry 4.0 IoT solutions have enabled produc-
tion sites to collect and analyze data generated by connected
objects and automate specific tasks, affording cost reduction
with efficient and profitable production [4]. Connected sensors
allow real-time accurate analysis and control of production
factors for automatically handling changes in the industrial
environment.

Regarding smart indoor environment scenarios, the IoT
solutions comprise automating daily live housekeepers, remote
control of environmental factors (e.g., temperature and light-
ing), and improving surveillance systems or access control
[12]–[14]. Smart indoor environments are accomplished based
on two main approaches: automation or IoT device-equipped
places. Automated smart environments are realized by includ-
ing smart process controllers at the building stage, i.e., the IoT
devices are embedded in the architecture project, ranging from
electrical, hydraulic, and safety systems to daily or personal
applications. Meanwhile, the latter approach introduces IoT
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devices to render them smart in typical environments. Con-
ventional electronic or electro-domestic systems lacking IP
communication capabilities can be connected to the Internet
through adaptive modules. This approach allows for a cost-
effective and easy-to-deploy solution since an IoT framework
is adopted to standardize the smart environment implementa-
tion.

Based on the alternative remote control devices approach,
this work presents the development of a device management
platform for indoor environment automation, including homes,
educational places, and offices. The main goal is to provide an
IoT-centric smart environment solution that automates manual
processes by controlling systems that ensure human comfort.
The proposal is applied to the Cyber Security and IoT Labo-
ratory at the National Institute of Telecommunication (CS&I
Lab.) due to the freedom in applying the approach, practically
demonstrating its functionalities in rendering conventional
environments into intelligent ones. Therefore, the services have
been mapped as internal and external light control, temperature
control, TV control, and laboratory maintenance requests. The
real environment brings a comprehensive understanding of hu-
man interaction with the proposed architecture. Consequently,
it allows for refining the implementation framework since the
work aims for a user-centric application regarding function-
alities. Furthermore, the alternative remote control approach
offers a low-cost implementation since non-connected legacy
electrical and electronic devices are turned smart using the
hardware modules.

The proposed structure comprises a mobile application ca-
pable of controlling all devices, a broker server responsible for
intermediating all data and control communication, a database
that stores users’ information, and the final device controllers,
which are developed based on the NodeMCU microcontroller
and circuits responsible for turning these devices on and
off or switching them among different functions. The data
exchange among these entities is handled by the Message
Queuing Telemetry Transport (MQTT) protocol responsible
for controlling information. In addition, the mobile application
allows for setting commands based on predefined touchscreen
buttons or through a virtual assistant using Natural Language
Processing (NLP) and natural language understanding (NLU)
machine learning algorithms model. Also, the data exchange is
encapsulated by the Transport Layer Security (TLS) protocol
to afford end-to-end secure communication.

The platform integrates different control functions, focusing
on providing support for an IoT structure with control via a
mobile application. In addition, the installed system does not
interfere with the everyday use of these devices. The system
allows for automatic control of these devices while keeping
manual control of lighting, temperature, ventilation, and other
devices that may come to integrate the IoT framework. Shortly,
building a system that provides connectivity and control at a
low cost and easy implementation with minimal environmen-
tal intervention, preserving the already laboratory functional
structure, is experimentally demonstrated.

The paper’s structure is organized as follows. Section II
discusses the related works, highlighting our contribution
compared to previous work. The IoT five-layer vertical-based

architecture model is discussed in Section III and used as a
design guideline to deploy the Smart Lab Platform. Section IV
explores this IoT architecture and lists the enabling technolo-
gies and project functionalities aiming at implementing it in
a laboratory. Section V addresses the system’s deployment
regarding hardware modules, a mobile application, a database,
and a publish/subscribe server. In addition, the security layer
implemented based on TLS protocol is analyzed to show
the encrypted data exchange. Finally, Section VI concludes
this work with some final considerations and outlines future
research using the proposed framework.

II. RELATED WORKS

The IoT device landscape has grown significantly in recent
years. Subsequently, this technology is easily found in res-
idential scenarios based on several smart devices accessible
and customizable by users according to their needs. Therefore,
this section discusses some works with a similar objective
to the proposal for designing and deploying IoT technolo-
gies to increase their control and connectivity in small and
medium-sized scenarios. The related works can be classified
into homemade-smart projects, market product solutions, and
practical environmental integrated framework projects.

Concerning the market product solutions, the Echo Dot,
Nest Mini, and Home Pod, among others, are voice-controlled
personal assistants that offer various activities. In addition,
these devices allow for integrating IoT solutions to achieve in-
door environment control, such as intelligent lamps and plugs,
air conditioner control, smart locks, and curtains [15]. These
IoT device products can be controlled via a dedicated mobile
application or virtual assistant based on voice commands.
However, although these devices promote smart environments,
they are sold individually with different user interfaces without
customer installation support, resulting in low adhesion.

Additionally, homemade smart house projects are designed
based on the many online tutorials and project examples sup-
ported by easy access to development hardware kits. Although
this project brightens the concept of the indoor environmen-
tal application, it leaks from practical implementation. For
instance, some mock-ups of an IoT concept were proposed
to demonstrate an intelligent home control system [16]–[21].
These systems simplify human activities inside the house,
such as turning on and off the lights, opening and closing
the house door, car garage, and water tap, monitoring the
state of the house, and maintaining home security. Indeed, an
Android-based mobile application allows for remote control of
an Arduino Uno or NodeMCU microcontrollers using WiFi,
Bluetooth, Zig-Bee, GSM, and other protocols to commu-
nicate. The prototype tests have shown that any registered
smartphone with the Android operating system can control
domestic electronic devices attached to the proposed IoT plat-
form. On the other hand, some prototypes were implemented
based on innovative panels, whereas the electronic components
and microcontrollers were joined for testing and demonstration
purposes [22]–[29].

Regarding practical environmental integrated framework
projects, an IoT-centric approach is used to leverage the
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TABLE I
COMPARISON OF THE PROPOSED SOLUTION WITH PREVIOUS WORK.

Reference This Work [17] [18] [20] [21] [22] [23] [28] [29] [32]
Perception

Capabilities No Yes No Yes Yes Yes Yes Yes Yes Yes

Actuation
Capabilities Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Microcontroler
Hardware ESP 8266 Arduino

ESP 8266
Xbee

Raspberry
Arduino Arduino Arduino Arduino Wemos D1

ESP32
Arduino

Raspberry
Raspberry Pi

Communication
Protocol WiFi WiFi GSM

Bluetooth WiFi, ZigBee Bluetooth WiFi WiFi WiFi WiFi WiFi

Database
Technology MySQL MySQL - - SQLite SQLite - NoSQL MySQL MySQL

Messaging
Protocol MQTT - - MQTT - - - HTTP

MQTT HTTP MQTT

Automation-
User-centric U/C U/C U/C A/C A/C A/C A/C A/C A/C A/C

User interface
Type Mobile Mobile Mobile Mobile Mobile Mobile Mobile Mobile Web Web

NPL
Capabilities Yes No No No No No No Yes No Yes

Multi-factor
Authentication Yes No No No No No No No Yes No

Security Comm.
Protocol Yes No No No No No No No No No

User data
handling life

cycle
Yes No No No No No No No No No

Prototype (P) or
Environment

implemented (EI)
EI P P P P P P P EI EI

hardware control based on a universal user interface. For
instance, a case study was built as a framework that supports
the connection of applications, servers, databases, devices, and
APIs, capable of providing scalable IoT architecture [30].
The proposal used the MQTT protocol to exchange infor-
mation and commands. Subsequently, the authors presented
an infrastructure validation methodology regarding scalability,
modularity, and interoperability. Moreover, IoT devices have
been integrated into the scenario of a Smart Campus in a
university [31]. The architecture has a storage system capable
of recording indicators in real time. The data collected from
the indicators encourage critical and continuous analysis,
emergency action plans, and assertive decision-making. The
Smart Campus has been operated for six years, going through
different stages of implementation. The project began with
defining the lines of action, followed by its implementation.

The authors in [33] created an improved learning and
teaching environment through a research laboratory, where
it was possible to carry out tests that simulated real condi-
tions of intelligent environments. The architecture focused on
processing data from different sensor sources in a correlated
manner, providing statistical models. The Smart City Lab
solution converts the processed data into automated systems.
A practical demonstration was conducted in an experimental
environment to collect data on air quality, waste management,
lighting, and noise pollution. A gateway and a server with a
database were implemented to allow applications to access in-
formation from these sensors. Lastly, a smart lab approach has
been proposed based on sensors, Raspberry Pi, and a camera,
with interactions through voice, text, and visual dashboards

[32]. The project aimed to automate an environmental labo-
ratory to support researchers during daily activities, including
laboratory and equipment monitoring conditions and systems
interaction.

Furthermore, the proposed Smart Lab platform has evolved
from a previous design [14]. The initial version was integrated
into a real environment for prototype evaluation. However, the
virtual assistant and a security protocol layer were not initially
implemented. Although voice commands were provided, the
operation was based on predefined phrase commands without
embedding machine learning algorithms. Besides, the mobile
application was simple, without a means to manage user
access through an administrator profile. Neither support to
maintenance request. Concerning the initial test, the mobile
application has been reprogrammed to include new function-
alities, while some hardware modules have been redesigned
and reinstalled. In addition, some security aspects and user
data handling life cycles were added to elevate the platform’s
security.

Tab. I compares the proposed solution with previous work.
The analysis shows that sensing the environment is a function-
ality most related to automatic-centric IoT solution, where the
platform automatically controls the environment variable, and
the collected data is only displayed to the user. On the other
hand, user-centric solutions allow users to interact with the
environment to set it at will, as these approaches are adopted
in this work. Since smart environments are equipped with
WiFi networks, the communication protocols of the proposed
solutions are recurrent. The authors frequently employ mobile
applications to facilitate user access, while web pages are
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Fig. 1. IoT standardized five-layer vertical-based architecture model.

primarily for automatic-centric platforms. The voice assistant
has been only implemented in recent works using market
products such as Alexa or other NLP/NLU. The software
development does not include security aspects like multi-factor
authentication (MFA) and security protocol communication,
which are included in the current work along with a user data
handling life cycle (data registration, storage, and deletion).
From a practical perspective, most works propose a prototype
that limits the solution test, while our work has been environ-
ment implemented.

III. IOT FIVE-LAYER VERTICAL-BASED ARCHITECTURE

Typically, IoT solutions comprise sensors and actuators
integrated into a board and a microcontroller that communi-
cates with a database and mobile/web application based on a
communication protocol. Therefore, a standardized five-layer
vertical-based architecture model provides a comprehensive
overview of each proposed solution, as seen in Fig. 1 [1],
[34], [35]. Concerning a bottom-up discussion, the percep-
tion/actuation layer comprises the sensors, actuators, hardware
modules, and microcontrollers performing specific tasks. For
instance, the sensors capture the different environments and
human or animal stimuli and convert them into electrical
signals digitized by the microcontrollers. On the other hand,
the actuators alter the surroundings by changing them ac-
cording to the microcontroller commands. Several sensors
and actuators can be employed at this stage according to
the IoT solution goals. Generally, the microcontrollers include
computing process capabilities and are integrated into a board
with other electronic components to allow easy manipulation
and system integration.

The data collected by the microcontroller is sent to the upper
layer to supply data analytics and driven decision-making. A
suitable protocol is selected herein to afford the IoT commu-
nication constraints, such as bandwidth, coverage extension,
quality of service (QoS), cost, energy consumption, battery
life, etc [1]–[4]. Standard wireless technologies such as WiFi,
mobile networks, and dedicated IoT communication protocols

(e.g., Bluetooth, ZigBee, Z-Wave, Lora, and so forth) arise
as candidates to Internet-connect the perception layer. The
middleware layer follows by storing and processing the data
to extract the information while including a server solution
to handle multiple device accesses. A database established
on available relational or non-relational solutions, such as
MySQL and NoSQL, enables storing and managing data.
Device communication might use different approaches, such
as a client-server (e.g., HTTP protocol) or a publish/subscribe
(e.g., MQTT protocol) architecture. The fourth layer focuses
on the user by offering a friendly interface to access and
display the IoT process information and/or allowing the user
to interact with the application. Finally, the business layer
comprises statistic analysis to create strategies for driven
investment opportunities and future services and application
design.

Concerning the above discussion, every IoT application
does not fully implement this standardized IoT vertical-based
architecture. Consequently, some IoT projects include specific
layers to achieve their functionalities. For instance, several
IoT-mobile-based applications eliminate the perception layer
to afford a cost-effective solution [7], [36]. Meanwhile, other
solutions exploit the environmental hardware to introduce
essential services, such as ridesharing mobile applications
[37], [38]. On the other hand, network and middleware layers
are expected in many IoT projects due to their essential
functions, such as connectivity, data storage, and management.
The business layer has been restricted to IoT services and
applications focusing on a market platform for profit rather
than a user-centric approach. This work relies on this IoT
architecture to build up a Smart Lab platform with a user-
centric approach, which does not encompass a business layer.

IV. SMART LAB PLATAFORM

The Smart Lab platform comprises hardware control mod-
ules, a database, a publish/subscribe broker server, and a
mobile application that follows the four-layer architecture pre-
sented in Fig. 2, which is based on the IoT standardized five-
layer vertical-based architecture model presented in Fig. 1. The
perception layer has actuators handled by microcontrollers to
set the environment intervention. The actuators and microcon-
trollers are embedded in a hardware module solution according
to their functions. Therefore, these modules control the air con-
ditioner, television, and external and internal lighting. These
capabilities were mapped according to the aimed environment,
which different scenarios can expand. In addition, we have
chosen only actuators to set the environmental conditions
based on a user-centric approach, i.e., the user can interact
with the environment to set its needs throughout the platform.
Hence, sensors would not have practical application, gathering
useless data. These aspects lead the proposal to fall into one of
the representative use cases of IoT defined as remote control
[see ITU-T Rec. Y.2066 1], which includes home automation,
manufacturing, and intelligent transport systems (ITS). This
definition stands for an IoT application that requires the
capability of the user to control devices remotely.

1https://www.itu.int/rec/T-REC-Y.2066/en
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Enabling Technologies and Development
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Java language Android Studio 
User mobile
application
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Broker server Mosquitto Broker Server

Wireless communication WiFi
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Platform
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Fig. 2. Smart Lab platform architecture and enabling technologies.

Next, the network layer encompasses the communication
protocol that enables the different entities to interact with
each other. Consequently, the WiFi communication protocol
has been selected since the smart platform aims at an indoor
environment, which offers a pre-established WiFi network or
means to deploy one efficiently. The middleware provides
the resource for storing and processing the incoming data
from the mobile application for multiple user access and
administration functionalities based on the MySQL relational
database. The application layer is represented by the mobile
application that allows user interaction with the platform to
control the environment. In addition, the commands sent by
users throughout the mobile application are managed by the
publish/subscribe broker server based on the MQTT protocol.

The Smart Lab platform architecture is built upon different
enabling technologies. Also, it provides different functional-
ities comprising both hardware modules and mobile applica-
tions. Indeed, we discuss the enabling technologies and main
functionalities before moving forward with the implementation
itself.

A. Enabling technologies

The Smart Lab platform architecture is built upon dif-
ferent enabling technologies. The perception layer includes
a microcontroller with a WiFi native connection afforded
by the NodeMCU microcontroller. Therefore, the hardware

module connection is easily managed by the NodeMCU based
on a set of commands included in the WiFi library. The
database relies on the open-source LAMP platform, which
combines the Linux operational systems with the Apache web
server, the MySQL database, and Python language. The mobile
application is programmed using Java language through the
Android Studio integrated development environment. Finally,
the network layer applies the well-utilized WiFi communica-
tion protocol, standardized by the Institute of Electrical and
Electronics Engineers (IEEE).

The publish/subscribe broker server operates through the
MQTT protocol and acts as an information centralizer, manag-
ing the sending and receiving messages over the network [14],
[25], [39], [40]. This protocol is built upon the TCP/IP stack
layers, affording asynchronous communication among clients.
Since it transmits only requested data, the MQTT protocol
offers low processing, memory, and bandwidth consumption
compared with other protocols, such as the Hypertext Transfer
Protocol (HTTP). Its operation relies on the publish/subscribe
architecture model. For instance, a client connected to the
broker server can publish some information in a hierarchical
topic structure. Further, this client can also subscribe to a
topic of interest to access its information. The broker server
manages the publishing and subscribing requests by receiving
the topic messages and forwarding them only to the respective
subscribed client. This communication model is accomplished
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based on predefined messages between the broker server
and the client. Hence, messages are devoted to connection,
establishing, publishing, and subscribing, as discussed in [14].

Moreover, the communication process is encapsulated by
the TLS protocol [41], [42]. It is implemented at the transport
layer to encrypt the messages between clients and servers,
offering confidentiality, integrity, and authentication in the
communication process. Encryption algorithms accomplish the
former, while integrity check codes guarantee integrity, mainly
through Hash. The latter requires digital certificates exchanged
based on an optional server-only or mutual authentication [41].
Furthermore, the TLS build up the security channel based on
a handshake process encompassing predefined messages to
exchange a set of parameters to afford confidentiality, integrity,
and authentication. Hence, this protocol has been implemented
into the entity’s programming to support end-to-end security.

Finally, the mobile application also offers voice commands
through a virtual assistant using NLP and NLU machine learn-
ing algorithms model embedded in a bot framework called
Wit.ai. The NLP and NLU are computational techniques for
analyzing and automatically representing and understanding
human language. It allows computers to perform various tasks
related to natural language at all levels, from syntactic analysis
and classification of speech’s parts to automatic translation
and dialogue systems [43]. Henceforward, machine learning
algorithms encompassing NLP and NLU arise, which is the
case with the model used [44]. The Wit.ai platform used to
implement the NLP and NLU functions supports about 50
languages. It allows the user to configure the machine learning
model to recognize a series of instructions [45].

Concerning the application, the Wit.ai embedded machine
learning algorithms are trained based on a specific environment
and thus achieve better performance metrics. Even though the
model has been trained for a specific scenario, new devices
can be added, as well as new control functionalities. Once
the training is finished, the model can analyze a speech and
convert it into text. This text has been transformed into a
structured data block, where entities will be searched [46].
In addition to entity analysis, the algorithms aim to find the
parameters that will be controlled, looking for new values
and states sent via voice command. Accordingly, this data is
converted into commands by the application and sent to the
devices.

B. Functionalities

The smart platform has been implemented to automate the
identified process in the chosen scenario, the CS&I Laboratory
at the National Institute of Telecommunication. Henceforth,
the IoT solution provides the following functionalities that
have been mapped based on users’ needs:

• Internal light control
• External light control
• Temperature control
• TV control
• Voice command through a virtual assistant
• User management access through administration profile
• Laboratory maintenance request

The internal light control comprises turning the lamps on
and off, while the external light entrance is controlled by
setting the window’s curtains up or down. The temperature
control is related to the air conditioner configuration based
on the equipment functionalities. Likewise, the TV is also
controlled based on its native commands. These controls are
centric on a mobile application based on touchscreen buttons
or voice commands through a virtual assistant. Besides, the
mobile application also introduces functionalities beyond envi-
ronmental control. For example, it allows sending maintenance
requests to the university responsible sector. The request is
accomplished by allowing the user to fill out a quick request
and send it directly to the service desk maintenance sector.

C. Smart Lab proposal and Recommendation ITU-T Y.2068

The Recommendation ITU-T Y.2068 2 introduces the func-
tional framework and capabilities of the IoT, which is based on
the functional, implementation, and deployment view. Herein,
we provide a discussion comparing our proposal with the IoT
functional framework in functional view, as seen in Fig. 3. This
framework describes the IoT capabilities at the functional level
by defining seven groups: connectivity, communication, data
management, service provision, application support, manage-
ment, and security and privacy protection. The management,
security, and privacy protection are multi-domain groups. The
connectivity group is related to the device layer. It considers
the capability of establishing connectivity between a thing and
the other IoT entities, accomplished by the microcontroller
(hardware modules side) and the smartphone (user side) WiFi
connection in our proposal. The WiFi protocol allows the
connectivity group to provide services to the data management
and communication group while the management group deals
with the maintenance of the link.

The communication group encompasses functional require-
ments for message exchange among the proposal IoT actors.
Therefore, the project implements full-duplex communication
from the user side, while the hardware modules communicate
in a unidirectional way by receiving commands. The MQTT
protocol also allows for different communication modes based
on its management capabilities. The data management group
benefits from the services the connectivity and communication
groups offer to introduce data storage, processing, access
control, exchange, and validation. These aspects are provided
by the MySQL database alongside the Mosquitto Broker
server. Regarding the service provision group, the Smart
Lab platform is limited to service mobility aspects since the
solution functionalities are defined at the project begins based
on the environment implementation.

Besides, the Smart Lab platform includes functional re-
quirements that meet the application support by considering
group management (IoT users can be included or excluded
from the platform through the administration user) and user
management (including creation, authentication, authorization,
and accounting of IoT users). Finally, the security and pri-
vacy protection relates to the project based on communi-
cation security using the TLS protocol to data exchange,

2https://www.itu.int/rec/T-REC-Y.4401/en



JOURNAL OF COMMUNICATION AND INFORMATION SYSTEMS, VOL. 39, NO.1, 2024. 88

Fig. 3. The IoT functional framework in functional view proposed in Recommendation ITU-T Y.2068.

Broker server

Air-conditioner control

Internal light control

External light control

TV control

Database

Mobile Application

Dedicated hardware modules

Fig. 4. Communication architecture between devices using the MQTT-based server Broker as an information centralizer.

data management security by managing the database access
and prohibiting unauthorized access, and authentication and
authorization schemes are included to verify the users are
allowed to access the mobile application.

V. SMART LAB IMPLEMENTATION

The proposed IoT solution has been developed by inte-
grating the enabling technologies discussed in Section III to

offer the functionalities listed. Fig. 4 shows the communication
architecture between devices using the MQTT broker server
as a central element. Henceforth, we discuss the project imple-
mentation based on the architecture layer presented in Fig. 2.
The proposed Smart Lab solution was deployed following
some steps:

• Step 01: Map the environment and list the already placed
electronics and non-electronics that could be remotely
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Fig. 5. Hardware modules implementation in the laboratory environment.

controlled through a mobile application.
• Step 02: Define the commands that allow for remote

control of each electronics and non-electronics in step
01, aiming at bringing the environment smart.

• Step 03: Map the commands into the server broker and
functionalities for the mobile application.

• Step 04: Develop the hardware modules to connect the

mapped electronics and non-electronics through the Inter-
net. Integrate the microcontrollers with the server broker.

• Step 05: Develop the mobile application, define the
database needs, and integrate the solution with the server
broker, conducting tests to guarantee the integration.
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A. Dedicated hardware modules implementation

The project aims to implement a low-cost solution to
render the laboratory environment into a Smart Lab. However,
objects and electronics can only communicate with the Internet
by integrating resources that allow them to connect. Some
devices already come with built-in technologies or external
means that offer some way of acquiring these characteristics.
The laboratory devices rely on the second group, demanding
external hardware to connect them to the system via the
Internet, as seen in Fig. 5. Therefore, it is enough to transform
ordinary devices into intelligent ones using a device capable of
providing the connection and processing essential for the IoT
scenario, such as the NodeMCU microcontrollers. In addition,
to make the non-invasive equipment implantation condition
possible, the dedicated hardware modules were positioned in a
power distribution board or close to the infrared devices, thus
avoiding exchanging already installed devices or the outlets
that supply energy for them.

Concerning the proposed IoT framework, the perception
layer includes four hardware modules to control the air-
conditioner, internal light, curtains (external light), and TV.
These modules were installed into the laboratory infrastructure
by adapting them to the environment and avoiding disturbing
the architectural aesthetics, as seen in Fig. 5. The four hard-
ware modules comprise a NodeMCU microcontroller as the
key technology to bridge the perception and network layer of
the proposed IoT architecture. This microcontroller offers low
cost, reduced size, and low energy consumption, in addition
to integrated support for WiFi networks. Henceforward, WiFi
technology connects all devices to the smartphone application.

The air-conditioner and the TV are devices controlled
through infrared signal emitters implemented into remote
controls. Due to their functionalities, each control brings a
range of buttons to set up these devices during their daily
usage. Therefore, the hardware modules for Internet-connect
and remote control through the mobile application have been
designed based on a NodeMCU microcontroller with an in-
frared emission circuit, as seen in Fig. 5. The NodeMCU stores
and processes the commands to allow control of the air con-
ditioner and the TV. Consequently, an initial stage comprised
mapping all the commands each device remote control offered
using a photoreceptor model IR TSOP4838 and a NodeMCU
to process the received sequences. These commands were
labeled to implement the mobile control touchscreen buttons
in the future and recorded in the NodeMCU memory. The
infrared emission circuit comprises an infrared emitting diode
and a resistor (220 Ω) responsible for converting the electric
sequence commands sent by the NodeMCU in photoreceptor
frequency-compatible infrared light.

The internal lighting control hardware module has been
designed based on the laboratory infrastructure light modular
system, which relies on eight switches to turn groups of light
on and off individually. Hence, eight multichannel relays were
installed parallel to the switches so that each channel could
supply or interrupt energy flow in just one set of lamps.
This modularization is adequate, as it corresponds to the real
behavior of any environment, where users can turn the lights

on/off in the most convenient way. Regarding the hardware
module implementation, the relays were embedded in a board
with a NodeMCU, as seen in Fig. 5. The 127 V electrical
network is also connected to the board as the energy supply
system for the lamps. At the same time, the relays and the
NodeMCU are power supplied by 5 V and 3 V sources,
respectively. The NodeMCU controls the relays based on the
user commands sent throughout the mobile application. As
discussed later, turning on/off groups of lamps or all of them
is possible.

Eventually, the external light control is related to the cur-
tains opening/closing management. This environmental aspect
control was the most demanding adaptation due to the connec-
tionless and non-electronic features. Subsequently, the curtains
type and the installed place infer the control system imple-
mentation. The laboratory curtains are opened/closed using a
string attached to an axis fixed on the wall above the windows.
Accordingly, the proposed hardware module was designed
based on two possible implementation processes: control of the
string up and down or the axis rotation. These options aim to
expand the solution to other laboratories with different curtains
installed scenarios. The latter option was selected regarding
the chosen laboratory, as seen in Fig. 5. The hardware module
comprises a H-bridge circuit, a motor, and a NodeMCU.
The microcontroller set up the H-bridge circuit to supply the
12 V motor and rotate it in the clockwise or counterclockwise
direction. The opening and closing commands are positioned-
related to accomplish complete closing, opening, and partial
opening by rotating the curtain axis. Hence, a rotor was printed
to adapt the motor axis to the curtain. The H-bridge circuit was
designed based on two 1N4007 diodes as protect relays, two-
pin connectors for the supply source, two relays to rotate the
motor, resistors to limit currents, and two BC548 transistors
as drivers.

B. Mobile application programming
The Smart Lab mobile application was developed for the

Android operating system based on Java Script Language
through the Android Studio Integrated Development Envi-
ronment (IDE). The mobile application comprises a different
process allowing laboratory users to access the IoT framework
functionalities of the application. These procedures have been
mapped out in Fig. 6.

The current Smart Lab software version has a user system
that demands request registration. However, based on app
security concerns, device control access is only allowed when
new user information is verified and approved by the admin-
istrator. A new account demands the following data: name,
user name, e-mail, and password. The system verifies this data
in real time to validate a new user profile, avoiding multiple
accounts with the same data. Hereafter, the new user must
verify his e-mail using a two-factor authentication process,
informing a token code sent to this e-mail address. The new
user’s registration success is recorded in the system and sent
to the administrator profile for future evaluation. The approval
implies that a notification message is sent to the registered e-
mail. This process has been designed to prevent unauthorized
users from accessing the IoT platform.
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Fig. 6. Mobile application screens as the user interface, comprising the functionalities mapped out.

The registered users can access the mobile application func-
tionalities based on a two-factor authentication login process:
password and token code. Afterward, it accesses the main
page menu, whereas the mobile application functionalities are

disposed of through touchscreen buttons, as seen in Fig. 6.
The first button gives access to the control panel, whereas a
second group of buttons is labeled according to the hardware
modules’ control. By selecting one or another, the user can
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access the command buttons for interior light, air-conditioner,
TV, and curtains control.

Each subsequent screen has a shortcut button leading the
user to the virtual assistant central that automatically captures
voice commands to control the hardware modules. The virtual
assistant also includes a button allowing users to access the
command buttons directly. In the proposed structure, the
user can use voice commands to control the lighting, air
conditioning, ventilation, and TV. In some cases, in addition
to controlling the on and off devices, it is also possible to
control the intensity. This process uses artificial intelligence
and machine learning models to process voice inputs and
identify user commands. As a result, the virtual assistant
creates a more intuitive experience based on users’ voice
interaction.

The third function offered by the main menu is the config-
uration area. Herein, the user can access and edit the account
data, change authentication settings, and delete his profile
account from the system. The latter procedure removes all
user data from the database and logs the user out of the
system, leading him to the first screen. The above procedures
allow the mobile application to comply with the user data
handling cycle, which encompasses the collecting, reception,
utilization, access, distribution, process, storing, modification,
and deletion. Finally, the users can fill out a maintenance
request form when a repair on the laboratory infrastructure
is needed. The form is linked to the e-mail address of the
service desk maintenance and sent automatically by the IoT
system. Since the lamps, air-conditioner, TV, and curtains
are already mapped to be controlled, the form has a pre-
defined message related to them. However, another kind of
repair might arise during the daily activities, which were
implemented by allowing reporting incidents by text.

In addition to the abovementioned functionalities, the mo-
bile application has exclusive functions when connected to the
administrator account. Accordingly, the administrator profile
has access to registered users and new user access registration
requests. Viewing the registered user, the administrator can
remove access at any time by deleting the related account. This
procedure has been implemented in case of misusage or when
a collaborator is laid off from the laboratory. Furthermore,
the request for registration approval guarantees that only
laboratory students and collaborators are granted access to the
system.

C. Broker server and database implementation
The database was implemented using the open-source

LAMP platform to add storage capabilities to the proposed
Smart Lab application. Hence, this entity comprises a unified
user profile database that stores their data during registration.
Furthermore, this database is used by the mobile application
for user authentication by confirming their profile based on
user name and password and confirming the token code. The
database and the mobile application work with a label section,
which affords multiple users access to the system without
collision.

The broker server was locally implemented using the open-
source message broker Mosquitto based on the MQTT proto-

col. Therefore, the publish/subscribe model allows the server
broker to manage the device’s exchange messages during the
system operation. Regarding the proposed IoT framework,
the mobile application works as a publisher and a subscriber
during the implemented procedures. Likewise, the database
also publishes some topics while subscribing to others during
the register and login process, establishing a dialogue with the
mobile application. Meanwhile, the hardware modules only
subscribe to their related topic to receive the commands and
further process them into environment intervention through the
actuators.

D. Cyber security aspect
Devices connected to the Internet are always subject to

attacks that aim to bypass security protections. Consequently,
IoT applications are vulnerable to several cyber-attacks, in-
cluding smart homes and other cloud-connected IoT devices.
Most of these devices use MQTT protocol to communicate,
which has limited authentication capabilities and does not
support encryption unless a secure tunnel such as TLS is
used to route traffic [47]–[49]. Thus, the current version of the
MQTT-based broker server has the TLS encryption protocol,
which increases the level of security in the communication
between client and server. It uses a standard encrypted certifi-
cate between both, making it possible to only communicate
and receive data with the server if the certificate is authentic
and matches the server’s [41], [42]. TLS encryption ensures
that only the server can access the information sent over the
network by encrypting the network traffic. In addition to this
TLS security step, the application also has an authentication
system via Token, requiring the insertion and validation of a
set of seven digits sent to the user’s email for steps that require
security. Currently, the authentication steps are registration,
login, and data change. Another essential feature is the user
handle data cycle that guarantees that the user retains the
right to modify or delete account details from the systems
completely.

The Paho Java Client MQTT package was used to im-
plement the TLS protocol during communication to pro-
vide a secure connection between the application, database,
and broker. The MQTT connection was encapsulated in an
Android-Service that runs in the background of the mobile
application, switching between different activities. Using the
TLS protocol, MQTT needs a certificate validated through
the mobile device’s chain of trust. Therefore, the paths for
storing the certificate are explicit in the code during access
to achieve a successful connection. Moreover, the WiFi Client
Secure and MQTT libraries are used to implement security
in the connections of the NodeMCU microcontrollers with
the broker since they support the TLS protocol. Finally, the
authentication certificate was installed in the microcontrollers.
A ".h" file was included in the code, containing the leading
TLS access parameters, such as the public key and fingerprint.
For demonstration, the Wireshark tool was used to monitor
the data traffic of a project’s version without using the TLS
protocol and a second one, which implements it. Fig. 7 (a)
shows the information traffic in clear text, exposing the com-
mands exchanged between the project entities. On the other
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Fig. 7. Analysis of message traffic on the network (a) without using TLS protocol and (b) with TLS protocol.

hand, Fig. 7 (b) depicts the intercepted data traffic of the
TLS protocol version in cipher text. Concerning the second
scenario, the TLS protocol allows for establishing a secure
end-to-end communication channel between entities and the
broker server.

E. Technical and User Experience Discussion

The Smart Lab Platform is running and available for users
integrating the CS&I Lab. Therefore, we conducted an infor-
mal technical and user experience discussion based on the
approach in [32]. The former regards monitoring the Smart
Lab functionalities for its first version [see [14]] deployed back
in 2021 until the third version comprising this paper. During
this time, the solution was improved based on user-mapped
experience. Meanwhile, the user experience was informally
assessed by free interviewing up to 09 users about their
interaction with the platform during these versions’ implemen-
tation. Between the first and third versions of the project, the
CS&I Lab. was moved to a new facility, which was turned
smart by applying the approach described in this work. This
aspect proves the reuse of the proposed methodology in new
environments. Fig. 8 compares the hardware-implemented at
the first environment (first and second versions) and hardware
modules and the new facility (third version).

The Smart Lab Platform was monitored to qualify tracking
systems’ potential operation problems. During the evalua-
tion, the mobile application worked as expected, allowing
the users to interact with the environment without service
interruption. The hardware modules have been operated as
designed, responding to the platform commands mentioned
earlier. The WiFi connection handling routine was tested by
turning the network off and on, proving the capability of the

hardware modules to reconnect to the platform to process
the commands automatically. Furthermore, we have found an
architecture problem related to the local running of the Broker
and database. This aspect makes the platform unavailable
when the electric network interrupts the supply for a long
time. Consequently, the machine that runs the MQTT-based
server and database must be restarted to allow the platform
to set up the communication. Future improvements regard
implementing a cloud solution to run the database and server
entities, avoiding maintenance under these scenarios.

Regarding the user experience, the report constraints are
based on two main aspects: the MFA functionalities and
the voice assistant. The MFA has been seen as an access
stage delay that discourages users’ frequent usage of the
platform services. The user claimed accessing the email was
laborious in getting the token code. This aspect faces the user’s
lack of awareness of cybersecurity mechanisms. However,
the user experience can be improved by implementing fast
Token code sending by allowing the user to configure the
mechanism to send to the Token, such as email, SMS, or
WhatsApp. Concerning the voice assistant, the typical issue
includes misunderstanding some commands, which can be
related to the training process. Furthermore, the voice assistant
can be improved to provide a broad experience. Finally, the
functionalities were not critical in the evaluation since we
considered them in the design process.

VI. CONCLUSION AND FUTURE WORK

This work presented the development of an IoT-centric plat-
form solution to render typical indoor environments (homes,
laboratories, offices, etc.) into smart ones. Thus, different
enabling technologies have been integrated to leverage a
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Fig. 8. Hardware modules deployed at first version (Environment 01, E1) and second version (Environment 02, E2).

practical real-scale IoT platform to control the Cyber Security
and IoT Laboratory at the National Institute of Telecommu-
nication. The system comprises dedicated hardware modules,
a mobile application, a database, and a MQTT-based broker
server. The hardware modules were designed on demand
based on the environmental aspect aimed to be remotely
controlled. Subsequently, these modules have provided non-
invasive equipment and low-cost implementation by rendering
non-connected electronic and ordinary furniture into Internet-
connected devices with automated capabilities. Thus, different
actuators were integrated with NodeMCU microcontrollers to
bring connectivity and automation processes. On the other
hand, a mobile application was programmed based on Java
Script Language for Android operating systems to afford
user interaction with the controllable installed hardware for
setting up internal lights, air-conditioners, TVs, and curtains.
Furthermore, the mobile application is backed by the database
for user access control, while the broker server manages
communication among these entities.

From an implementation perspective, the practical solution
has shown an appropriate strategy to bring the IoT concept
to different indoor environments with cost-effective solutions
and a centric system for user operation simplicity. Evaluating
this structure through a controlled environment allowed the
ideas to be validated on a small scale. The next step would
be to use this already functional infrastructure for tests with
the expansion of these technologies, allowing the development
of solutions more focused on Smart Cities. Future work
regards exploit patterns and correlations between the input
data of the system to implement a second control module
based on automatic decision models. The proposal is to build
a model trained from a specific pattern of user commands.

For example, it can suggest a climate control, ventilation,
and lighting configuration consistent with the user’s historical
pattern. This new implementation would further increase the
application’s intelligence level. Finally, the mobile application
must be evaluated based on software engineering methodolo-
gies related to usability, such as SUS (System Usability Scale),
SUMI (Software Usability Measurement Inventory), SUPR-Q
(Standardized User Experience Percentile Rank Questionnaire)
or QUIS (Questionnaire for User Interaction Satisfaction).
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