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User ldentification and Key Regeneration System
Employing Rotated Reference Images of the Iris

Guilherme Nunes Melo, Valdemar C. da Rocha Jr. e José S. $-&rto

Abstract—A new test called rotation search is proposed for
user identification and cryptographic key regeneration in ystems
employing a digital representation of the iris which is caled the
iris code. When applied to the BIOSECURE, CASIA and NIST-
ICE data bases the rotation search shows, on average, a twddo
reduction in false rejection ratio (FRR) with a false acceptance
ratio (FAR) equal to zero, in comparison with the standard search
employed in other systems. The highest improvement reachdd
FRR by the rotation search against the standard search is ahd
100 times for a single iris and 85 times for the two irides of a
user, and in many cases the measured FRR is equal to zero.

Index Terms—Iris code, biometry, coding, authentication.

|I. INTRODUCTION

SER identification employing biometric data is now

reality in many computer based systems including ban

ing, voting, access to vaults, etc. Applications using ldtnins

will certainly grow and will reach more users as soon as .
they become more reliable, by granting access to genuin
ilit . . .

w%nd that includes both reference imaggs¢J and test images

users and denying access to impostors with high probab

Many identification systems using biometrics operate om us

fingerprints, the palm, the face or the iris. In this paper
restrict attention to systems employing digital iris daitds (

code). The reason for this choice is due to the fact th

nQ%mary string of lengthl, 188 bits is derived from an infrared

the iris code presents the highest entropy in compariso

other biometric data currently in use [2]. Our idea is to ta
advantage of the higher iris code entropy in order to achieve
higher security levels against impostors. We refer to tls t

proposed in this paper astation search which performs a

search to identify a user by employing both, rotated refegen
images and rotated test images. As described in the seq

e

Recent research in iris biometric features has focused
mainly on finding new methods to obtain irises codes [6]-
[9]. Nevertheless, security aspects of biometric systeawve h
also been subject of recent interest [10]-[13]. In this pape
our main focus is on the performance aspects of potentially
practical biometric systems which have received relativel
little attention so far.

The rest of this paper is organized as follows. In Section Il
we describe the main relevant aspects of the data bases
employed. In Section Ill we present the key regeneration
system proposed in this paper which employs error-corrgcti
codes. In Section IV we describe the new proposed test. In
Section V the experiments using the proposed system and the
proposed test are presented and the results are compared to

4he results of the system in [4] and [5]. Finally, in Sectioh V

we present our conclusions.

DATA BASES

eI'ypically, data bases contain sets of images for each user,

sam). A reference image is understood to be generated

under ideal conditions while a test image is understood to be
nerated by a user identification equipment, i.e., in leas t

[ gal conditions. Following [3], for each image in a datadhas

image of an iris. These binary strings are denominatisd
codes The iris codes obtained from reference images and test
images are respectively denotedthy: andfs.,,. In this paper,

the iris codes used in the tests are derived from the follgwin
a bases: BIOSECURE [14], CASIA [14] and NIST-ICE

rotation search applied to the BIOSECURE, CASIA and NIST- .

ICE data bases shows, on average, a two fold reduction in
false rejection ratio (FRR) with a false acceptance ratio
(FAR) equal to zero, in comparison with the standard seart!
employed in other systems [3]-[5]. The highest improvemeﬁiJ
reached in FRR by the rotation search against the standB

search is about00 times for a single iris an@5 times for
both irides, and in many cases the measured FRR is equ
zero.
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The BIOSECURE and CASIA data bases are formed by
1,200 images each, originating fro0 distinct users, each
ger having20 images, wherel0 images are reference im-
es and the remaininty) images are test images. Another
pa;sible interpretation is to considg® distinct users, being
10 reference images for the right eyH) test images for the

a]i%‘t eye, 10 reference images for the left eye, ahd test

images for the left eye. Using these two data bage8)0
tests for genuine users are possible in each data base fy usin
one iris image at a time, d¥, 000 tests are possible by using
iris images for both eyes at the same time. The NIST-ICE
data base is formed bg, 953 images, which are divided in
two tests namely, ICE-expl and ICE-exp2. The ICE-exp1l test
is formed by124 users having a total of, 425 images and
refers to the right eye, while the ICE-exp2 test is formed by
120 users having a total df, 528 images and refers to the left
eye. The ICE-expl data base alloin 214 tests for genuine
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users while the ICE-exp2 test allows, 653 tests. In the NIST- k& = 61 — 2trs, Wherek denotes the number of information
ICE data base the number of images per user is not fix, besgnbols of the RS code. Values ofs greater than 22 are
possible to find users having a number of images ranging frawoided because they increase the FAR, i.e.,tfgy > 22
1 to a maximum of31 images. the scheme begins to erroneously consider some impostors as
When working with both irides using the NIST-ICE datagenuine users.
base, we check for each user the numbBé&r of images  The shuffling operation for a single iris, according to [3],
for his left iris and the numbeN of images for his right consists in segmenting the 188 bit iris code into198 blocks
iris. We then choose the smallest number, i.e., we choase6 bits each, and these blocks are then reordered using
min{ Ny, Nr}, to perform our experiments. For example, it randomly generated binary shuffling ke, of length
a user hasVy = 11 and Nz = 7, we consider7 images for 198 bits as follows. The block reordering, i.e., the shuffling
each iris. This is the same rule used by [4], and in this manngperation, can be more clearly described by making an apalog
we can compare our results with those reported in [4]. We angth the situation which occurs when passengers are going
then able to perforng, 229 tests in a single experiment usingto board a plane. Originally the 198 blocks, i.e., passenger
both irides for the NIST-ICE data base. Consequently a obntform a single queue and sequentially each block (passenger)
file is required in order to keep a list of which images wilin the queue is assigned a token which is either a 1 or a O,
be used in each test. We ca#lgular data baseshose data obtained by sequentially reading the bits in the shuffling ke
bases which have the same number of images per user, élgen, respecting the original order of the blocks in the gueu
BIOSECURE and CASIA, otherwise we call theimegular two new queues are formed. One queue receives those blocks

data basese.g., NIST-ICE. for which their token is 1 (premium class passengers) and
the other queue receives those blocks for which their token
I1l. KEY REGENERATIONSYSTEM PROPOSED is 0 (standard class passengers). Obeying their arrivarord

blocks with token 1 board first, followed by blocks with token
0, i.e., the shuffled sequence contains the blocks with token
1 followed by the blocks with token 0. When both irides are
employed, theshuffling and uniform insertion of bitsperation

is the same as described earlier, except for two details; firs

Encoding Decoding

: Smart card
RSand |6ps : Locked iris code
Hadamard : Rand.num
o+ encoding : and h(k)

Randomly.

Hadamard | |
and RS
decoding

‘ Retrieve

L o’ 0o ey 2 x 1,188 = 2,376 bits are employed, which result from the
key [Shummg and ummrm] [smmmg and uniform] o concatenation of the left iris code and the right iris code] a
ref insertion of bits insertion of bits sam . . . . .
secondfksn,s = 396 bits is employed to maintaié bits as the
Febut - Randaum Febut - Randnum length of each block in the shuffling operation.

Iris code
concatenation

The uniform insertion of bits consists of concatenating a
cascade of blocks formed by three bits from the iris code
followed by two bits from a random or pseudo random
Fig. 1. Key regeneration uni-biometric or multi-biometsigstem, employing Se€duence. Since the iris code consists of a binary sequénce o
smart card, Left iris and/or Right iris and password. length1, 188 bits, it follows that after bit insertions a sequence
of length 1,980 bits results. However, since the block length
Figure 1 presents a block diagram for the key regeneratiofi 6,5 is 61 x 32 = 1,952, it is necessary to delete8
system proposed in this paper. We use this system for testlits from the sequence of length 980 and thus achieve a
images available from the iris data bases of Section Il. Thength of 1,952 for ¢ .. Among the28 bits deleted there
proposed system is essentially that proposed in [3] exaept &re 18 bits from the iris code which are lost. The lost iris
the insertion of random numbers [4] instead of zeros and foode bits correspond to approximately52% of the total,
the block labeled “Iris code concatenation”, which perfermand it was verified that the error correction performance is
concatenation of irides’ codes in experiments employintp bonot significantly affected by this loss. When both irides are
irides. When a single iris is employed for an experiment, themployed, the iris code is a binary sequence of lerkg876
“Iris code concatenation” block just passes forward itsuinp bits, and after bit insertions a sequence of lengjth60 bits
to its output. The main features of the proposed system assults. However, for the Hadamard code with= 6, the
described in the sequel. block length off, is 61 x 64 = 3,904, and it is necessary
As illustrated in Figure 1, encoding of the cryptographito delete56 bits from the sequence of leng#960 and thus
key K is performed sequentially by employing first a Reedachieve a length a3, 904 for ¢/ .. Among the56 bits deleted
Solomon (RS) code [16, p. 294] and then a binary Hadamattere are34 bits of the iris code which are lost. The lost iris
code(2%, k+1,2F1) [16, p. 44]. Following [3], for the case code bits correspond to approximately3% of the total, and
where a single iris is employed we consider shortened R8ain it was verified that the error correction performarsce i
codes of block lengtt61 over GF(2°) and the Hadamard not significantly affected by this loss.
(32,6, 16) code. For the case where both irides are employed,Decoding starts with the Hadamard code, which means that
we consider shortened RS codes of block lenGthover for each one of its codewords @& bit byte is delivered to
GF(27) and the Hadamard64,7,32) code, the same usedform one symbol of a codeword for the RS code for a single
in [4]. The error-correcting capabilityrs of the RS code is iris. When both irides are used, the decoder for (e 7, 32)
adjusted for the rangé < tgs < 22 satisfying the relation Hadamard code delivers7abit byte to form one symbol of a

Left Iris Right Iris Left Iris Right Iris
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Fig. 2. Standard search technique, whésér) = Isam(r), 1 < r < 21.

codeword of the RS code. A little trick [3] which speeds up theests with user. = U are completed. Hereafter, we refer to
computer simulation is then employed. Since we know the R§is procedure astandard searchwvhich is illustrated in Figure
codeword that has been generated, we compare this generated

RS codeword with the word coming out of the Hadamard We remark that in the standard search ugtaotations of
decoder and count the number of symbol errors. The numlegarch test imagds.m(r,j,u), 1 < r < 21,1 < j < M, are

of symbol errorst is compared against the number of errorperformed per reference imadgs(11,4,u), 1 <i < N, and

trs that the RS code can correct.tlK tgg then we recover no rotation of reference images are employed. Summarizing,
the cryptographic ke¥, thus avoiding the actual decoding ofin the standard search rotations are performed for each one
the RS code and reducing processing time. of M test images, fotV reference images and féfr users.

IV. NEw PROPOSEDTEST B. Rotation search

In this section we propose a new user identification test 1o rotation searchperforms a search to identify a user
calledrotation searchBefore we present the proposed test WE, : . ‘

. . . ’ employing both, rotated reference ima 1,u) and
briefly describe the test used in [3]-[5], that we catindard y empioying ges(r,i,u)

rotated testimageka.nm (1, j, u). A sketch of the test performed

search n order to compare it to _the rotation searc_h test. V\f?y the rotation search is described next. Figure 3 illustat
emphasize that the tests use the iris calgsandb,,,, instead for a randomly selected user, a few tests employing

of their respectivel,.s and I;,,, as indicated in the block reference imagei, 1 < r < 21, i.e., Let(r,i,u*), for

diagram in Figure 1. r € {1,6,11,16,21}. In general, up tal41 tests for each test
image can be performed to verify authenticity, by employing
A. Standard search up to 21 distinct rotated versions of each reference image and
In order to allow testing a given key regeneration systeap to 21 distinct rotated versions of each test image. Clearly
based on iris bothl,.s and I,,,, are used for each user.many more situations are considered in a rotation search in
Furthermore, for each stored image, either a referenceémampmparison with a standard search and as a consequence there
or a test image, the data base st@@sotated versions of that is an increase in the required processing time. We rematk tha
image, i.e., a total 021 images. We denote bl (r,i,u) the each one of the data bases considered already in Section |l
rth rotated version of reference image numbebelonging contains all the rotated images required by the rotationchea
to useru, for1 <r < 21,1 <i¢ < N,andl < u < U. to perform the tests, i.e., no new data was necessary or was
Similarly, we write Iyam (1, j,u), 1 < j < M to number test required by the proposed system.
images. We refer to each comparison of images as a test, andihe rotation search consists in systematically comparing a
call the set of tests for all users an experiment. pair of images where one of them is either a reference image
For the systems in [3]-[5], the tests are performed far one of its rotated versions.:(r,,u), and the other image
each usen, by picking one reference image for= 11, i.e. in the pair is either a test image or one of its rotated vession
Lies(11,4,u), and comparing it with up t@l versions of a cor- Igm(r,j,u), wherel <r <21,1<i< N,1<j< M and
responding test imag&,.., (r, j,u), 1 <r < 21. If a positive 1 < u < U. For example, for the BIOSECURE or CASIA
identification occurs when testing imade,. (r, j, v), then the data bases, using a single iris an experiment empldys 10
test with image;j stops with match acceptance. However, ifeference images per uséd = 10 test images per user and
no positive identification is reached fdr < r < 21, then U = 60 distinct users. Thus a total af) x 10 x 60 = 6,000
an identification error for test imagg is computed, and if tests are performed, and for each test a worst case maximum
j < M then the test imagé,..,(r,j + 1,u) is the next one of r xr = 21 x 21 = 441 verifications are performed when all
to be compared with,¢(11,7,u). When the valueg = M rotated versions of both reference images and test images ar
is reached, the tests with imade;(11,¢,u) are concluded, required. In this manner the simulation time for rotatioarsé
reference imagd..s(11,7 + 1,u) is then selected in order tois increased when rotated versions of a reference image need
continue the tests, which then proceed in a manner simitarbe used. When using both irides, with the BIOSECURE or
to what was done for reference imageWhen all reference CASIA data bases, an experiment empldys= 10 reference
images for user. have been selected, i.e., whéa= N and images per user)/ = 10 test images per user arid = 30
there are no more test images for useti.e., whenj = M, distinct users. Thus a total ab x 10 x 30 = 3,000 tests are
tests with usen are concluded, user + 1 is then selected, performed, and for each test also a worst case maximum of
together with the corresponding reference and test imagestitl verifications are performed when all rotated versions of
order to continue the tests. The experiment finishes when thath reference images and test images are required.
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V. EXPERIMENTS AND RESULTS of identification errors occurred for the data base NIST-ICE
In this section we compare the standard search and 1 followed by the data bases CASIA, BIOSECURE and

rotation search in terms of their implementation efficienci!!ST-ICE-exp2. The BIOSECURE is a regular data base
Furthermore, we analyze the performance of the proposed ch presents the worst .results for the rotation searchngmo
regeneration system of Section Il in terms of the values &fdular data bases. For this reason, we have chosen the BIOSE
FAR and FRR, and compare them to the results in [4] and [ URE data base for measuring implementation efﬂmency.
The simulations were performed in a computer equipped wilthe réason for not choosing the data base NIST-ICE-exp2 is
an Intel core i7 third generation processor, 128GB SSD HBecause itis an irregular data base.

8GB of RAM, which was used for both C++ and MATLAB For a single iris, the results obtained using the standard

seconds necessary to perform the tests as well as the number
) . of comparisons fo60 users, with10 reference images and)
A. Implementation efficiency test images, forl < tgs < 22. We considered the average
This paper is a follow up of the research reported in [3]-[3]me taken over three repetitions of each test. Observieg th
with new contributions. The software employed in [3] and [4dlata in Table | we notice that the standard search runs rgughl
was developed using the proprietary programming languag@times faster when implemented in C++ than its MATLAB
MATLAB, which comes with a series of pre-programmedimplementation.
mathematical operations and routines. For the development
and implementation of the tests proposed here we noticed TABLE |
that the use of MATLAB was not the best choice as itSstanpARD SEARCH SIMULATION RESULTS FOR THEBIOSECUREDATA
data processing speed could not meet the speeds required.  BASE USINGMATLAB AND C++,FOR A SINGLE IRIS
Consequently, the C++ programming language was employed

7 ! MATLAB C++
because of the faster responses and reduction in the time to Time (5) 12 295 508
perform each test. The data in the available data bases is in Comparisons | 132,000 | 132,000
the form of MATLAB compact tables, which do not allow a Comparisons/s 11 220

fast access by a software developed outside of MATLAB. For
this reason, the iris codes in the data bases had to be cedvert
to a new format which allows a more efficient access using 1he way we implemented the software for rotation search
C++. In this manner21 files were converted for each datgllows access to all d_ata i.n inte_rmediary stages of a test. In
base plus three control files for the NIST-ICE data base. TH#S manner we can identify which user images show more
control files define which images belong to a certain user afffors and subsequently identify which users were hardee to
who these users are. identified. We observed in the tests performed that mostef th
The implementation efficiency of the rotation search is aBOSitive identifications occurred when we uskd(r, i, u) =
sessed by counting the number of comparisons per second &nt 11,7, u) reference images and compared them witbre
comparing it against the standard search method. We noti@tral test images  likelsm (10,7, v), Lam(11,j,u) and
that the processing time is directly proportional to the bem Zsam(12,7,u), not necessarily in this order. We took into
of decoding failures, which in turn grows with increasingl;FO”S_'dera“O” this obs_ervatlon in our |mplementa_t|on o th
poor quality of user iris images. For any reference image [#tation search, by testing central images first and, if seas,
rotated reference imagd,e(r1,4,u), the search Iorocedurecontmuethetest using images farther from the center (1).
is halted as soon as a positive identification is found with a
rotated test imagé,.¢(r2, 7, u), or if all possible comparisons TABLE I
have been tried without success. The rotation search theROMPARATIVE RESULTS USING THEBIOSECUREDATA BASE, FOR A
selects another rotated version of the same reference imagé" °-='™'® © DENOTESS'SMElLLQgL(?NEMPLOY'NG CENTRALIZED
Lot (r,4,u) in order to perform comparison with rotated test
images. After all rotated versions of a given reference inag Standard | Standard*| Rotation*
have been tested and there was no positive identification the O (M1A2T ;@E) (ggg) (ng;%
an error is declared. The rotation system then selects.anoth Comparisons 132”000 132,000 13’2’000
reference image to continue the search. When performitg tes  ~Comparisons/s 11 571 68
with the rotation search, it was observed that the least mumb
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TABLE Il
PERCENTFRRFOR THE STANDARD, KANADE ET AL. [5] AND ROTATION SEARCH TEST FOR A SINGLE IRISFAR IS ALWAYS ZERO FOR THE ROTATION
SEARCH TEST

BIOSECURE V1 CASIA V2 ICE-expl ICE-exp2
trs | Standard| Kanade | Rotation | Standard| Kanade | Rotation | Standard| Kanade | Rotation | Standard| Kanade | Rotation
1 30.79 30.53 15.15 50.19 49.70 23.11 48.79 49.39 21.37 52.01 52.99 24.34
2 22.15 22.12 11.04 36.10 35.78 15.09 34.30 33.26 13.75 37.37 37.74 16.17
3 16.52 16.37 8.63 26.08 26.27 10.82 23.97 24.26 9.53 27.12 25.78 11.44
4 13.12 12.88 7.49 18.99 19.25 7.81 17.12 16.50 6.97 19.95 20.10 8.73
5 10.75 10.65 6.63 14.55 14.82 5.85 12.60 12.67 5.23 15.10 16.25 6.59
6 9.32 8.98 5.99 11.46 11.70 4.42 9.34 10.31 3.83 11.65 11.81 4.89
7 8.34 8.35 5.39 9.13 9.52 3.29 7.13 7.29 2.79 9.27 9.42 3.69
8 7.46 7.27 4.74 7.38 7.32 2.49 5.50 5.93 2.15 7.19 7.77 2.69
9 6.71 6.60 4.06 5.79 5.97 1.69 4.27 4.61 1.56 5.73 6.26 1.93
10 6.08 5.87 3.40 4.65 4.85 1.09 3.32 3.63 1.16 4.42 4.54 1.38
11 5.35 5.28 2.74 3.75 3.77 0.64 2.48 2.48 0.83 3.40 3.49 0.91
12 4.68 457 2.00 2.83 3.13 0.28 1.82 2.13 0.62 2.57 3.05 0.63
13 4.04 3.97 1.59 2.13 2.12 0.14 1.38 1.46 0.39 1.88 2.12 0.46
14 3.25 3.25 0.95 1.49 157 0.03 1.06 1.04 0.24 141 141 0.35
15 2.54 2.67 0.60 1.00 1.07 0.01 0.80 0.76 0.16 1.08 1.09 0.26
16 1.98 2.00 0.36 0.60 0.63 0.00 0.58 0.69 0.12 0.77 0.94 0.18
17 141 1.43 0.19 0.39 0.30 0.00 0.46 0.47 0.08 0.55 0.61 0.10
18 0.97 1.00 0.06 0.20 0.25 0.00 0.29 0.38 0.05 0.39 0.46 0.08
19 0.61 0.63 0.04 0.12 0.15 0.00 0.22 0.26 0.04 0.31 0.39 0.03
20 0.27 0.42 0.00 0.05 0.05 0.00 0.16 0.15 0.03 0.25 0.29 0.01
21 0.17 0.23 0.00 0.03 0.03 0.00 0.11 0.13 0.02 0.19 0.20 0.01
22 0.07 0.13 0.00 0.01 0.00 0.00 0.08 0.11 0.01 0.13 0.13 0.01

As a result we produced Table II, where it is seen thaearch consistently shows better results than the cureantis
the standard search became abduttimes faster then its procedure. Fotrs = 15 in CASIA data base, our proposed
MATLAB implementation. Still referring to Table Il, we scheme achieved a result abouit0 times better than that
observe that rotation search using C++ is about six timebtained in [5]. We emphasize that for all valuesf, FAR is
faster than the standard search using MATLAB. By analyziragjways zero using the rotation search test while for theesyst
test data we estimate that the rotation search would take[5], FAR is greater than zero fag > 10.
approximately4, 500 seconds if a centralized search is not Figure 4 shows a bar diagram illustration of the data in Table
employed, still2.7 times faster than the standard search usirlfj. The bar labelledstandard searchepresents the arithmetic
MATLAB. mean of all results of %FRR, considering all data bases, for

The centralized searchi.e., a rotation search which movesachtgs.
from central images to more peripheral images, obeys the fol
lowing search sequence ordér,;., (11, j, u), Isam (11—1, 5, w), T Standard searc
Toam (1141, j,u), 1 <1 < 10. The same search sequence order 10| Kanade
employed inIgm(r, j,u) is employed in reference images [EE0 Rotation search
Liet(r,i,u), 1 < r < 21. This change in the search order
reduced the image identification processing time by a factor 30 |
greater than two. On the other hand, the standard search
implemented in MATLAB selects test imagds.., (7, j, u),

1 < r < 21, in increasing order, beginning with,m, (1, 7, u) 20 |}
and ending withlg,m (21, 5, u).

o
x
5
>

B. Performance of the proposed system for a single iris ]

Table Il presents three columns for each data base. The first
column of each data base contains the result obtained with ou 0 LRI TR AT
C++ software, running the standard search as implemented in  *rs 1 2 3 4 5 6 7 8 9 10111213141516171819 202122
[4], and serves as a reference for comparison between our _ _ _ _
results and those obtained in [5]. The second column of ee{gﬁ's‘t‘énggﬁddfgfc’ﬂl"&‘;ﬁg‘%ﬁﬁgr};?;?éﬁggeziﬁ.'” gablversust s,
data base contains the results obtained in [5], and the third
column of each data base contains the results obtained witiThe bar labelled Kanade [5] represents the arithmetic mean
our new proposed rotation search. of all results of %FRR, considering all data bases, for each

Table 1ll shows that in all tests performed, for variousgs. Finally, the bar labelledotation searchrepresents the
values oftrg and for all data bases considered, the rotatiarithmetic mean of all results of %FRR, considering all data
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bases, for eactrs. Whentggs is increased, %FRR decreasessode. Then @,.¢ sequence o, 376 bits is sent to next step in
and in some cases it is zero or almost zero, so its correspondhe proposed system, illustrated in Figure 1. Some adjugtne
bar in Figure 4 practically vanishes. are performed for the system to perform as desired. Thus, the
Figure 5 illustrates the situation where no user separativaluesm = 7 and kq,os = 396 bits are employed, and we
technique is employed and Figure 6 illustrates the user-sepansider shortened RS codes of block lengthover GF(27)
ration resulting from the application of shuffling kek.(.:), and the Hadamar(54, 7,32) code. Values ofrs greater than
random numbers and rotation search. We notice that Figur@Bare avoided because they increase the FAR, i.ezgfor>
is very similar to the one obtained in [4], which means that tt22 the scheme begins to erroneously consider some impostors
inclusion of a shuffling key in our scheme did not significgntlas genuine users.
contribute for user separation. It should be emphasizddfiea  Table IV exhibits results of experiments employing a single
significant reduction in FRR obtained here, in comparisah wiiris and two irides. Contrary to intuition, the processimgée
the system in [5], is due essentially to the rotation seanch i for experiments employing two irides is less than the corre-
combination with error-correction. sponding processing timg for a single iris. At beginning of
our research we erroneously thought thatwould be greater
than tg since the length of the iris code sequence for two
irides is twice as long as that for a single iris. However it
turns out thatt is almost twice less thang for standard
search and is almost five times less thanwhen rotation
search is employed. Analyzing all processes we observéd tha
the processing time increases proportionally to the amotint
errors which occur. When two irides are employed, we use a
more powerful Hadamard code, i.e., tf@l, 7, 32) Hadamard
code, and as a consequence the total number of decoding
failures decreases, thus reducing the time spent to petfoem
corresponding experiments. If we take a look at the number of
comparisons performed for each experiment, we can see that
for two irides it is twice less than for a single iris.
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16,000

14,000

12,000

min = 0.0455
max = 0.5875
mean = 0.2377
var = 0.0072639

10,000

Count

8,000 min = 0.3493
max = 0.5690
mean = 0.4715 |

var = 0.000912
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TABLE IV

0.2 0.3 0.4 0.5 .
Normalized Hamming Distance COMPARATIVE RESULTS OF EXPERIMENTS USING THBIOSECURE

DATA BASE FOR A SINGLE IRIS AND FOR TWO IRIDES(C++).

Fig. 5. Normalized Hamming distance for genuine users argbstors for

Biosecure database using a single iris. Single iris Two irides
Search option| Standard| Rotation | Standard| Rotation
Time (s) 253 1,936 171 406
187000 1 1 T ‘ 1 1 T ‘ T 1 1 71 ‘ 1 1 T ‘ 1 17 ‘ 1 1 T ‘ T 1 COmparlSOnS 132,000 132,000 66,000 66,000
Impostors Comparisons/y 521 68 385 162
16,000 I Genvine users

14,000

Table V presents a percent FRR comparison between our
proposed scheme, which is based on rotation search, and the
scheme proposed in [4], which is based on standard search.
As Table V shows, the use of rotation search achieved a better
percent of FRR in all cases considered. Since in [4] the pérce

12,000

10,000

Count

8,000 in = 0. in = 0.
s R oA values of FRR only cover the rang®) < trs < 14, we
mean = 0.1438 mean = 0.4656

have indicated by “N/A” (Not Available) the other values of
trs. NIST-ICE data for a direct percent FRR comparison was
available only whentgg = 10. In this case our proposed
scheme achieved a resit times better than that in [4].
However, for a comparison considering the percent of FRR
— — and the number ofgs, our proposed scheme achieved a result
Normalized Hamming Distance about two times better for the NIST-ICE data base and three
Fio 6. Nomalized Hamming dist . _ stors | times better for the BIOSECURE and CASIA data bases. As a
B e dntabase uzmg“'ggsin';:?rcig a?}?:;‘;‘g‘;iﬁge;fw%@ @Si f;’r consequence it is now possible to recover cryptographis key
random numbers and rotation search. with 371 bits with measured FRR of 0.47% and FAR of 0%
for NIST-ICE, employing both irides.
Figure 7 illustrates the situation where no user separation
C. Performance of the proposed system for both irides  technique is employed and Figure 8 illustrates the user-sepa
For both irides, the block labelleidis code concatenation ration resulting from the application of a shuffling kéyf.¢),
performs a concatenation of both left iris code and righst irrandom numbers and rotation search for both irides.

6,000 var = 0.0026028 var = 0.000469
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2,000
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TABLE V 18,000 ———— T T T T 1 T T T T [T T T T T T T T 1 T T T 11111
PERCENTFRRFROM[4] AND ROTATION SEARCH FOR BOTH IRIDES FAR F Impostors .
IS ALWAYS ZERO FOR BOTH CASESN/A = NOT AVAILABLE . 16,000 | | oy Genuine users -
BIOSECURE V1 CASIA V2 NIST-ICE 14,000 - R
trs | K] [4] Rotation [4] Rotation [4] Rotation I B
1 413 N/A 2.665 N/A 2.727 N/A 2.901 12 000 F B
2 399 N/A 1.748 N/A 0.913 N/A 1.514 ’ S B
3 385 | N/A 1.107 N/A 0.190 N/A 0.860 F min = 00858 B
4 371 | N/A 0.654 | N/A 0.029 | N/A 0.471 2 10,0001 may = 05577 N
5 [ 357 [ NJ/A| 033 | NA 0 N/A | 0212 3 | hean = 9207 .
6 343 | N/A 0.148 N/A 0 N/A 0.098 8,000 |~ min = 0.3939 |
7 329 N/A 0.055 N/A 0 N/A 0.055 r Eiﬁn:-ot?i‘éio 1
8 315 N/A 0.009 N/A 0 N/A 0.029 6,000 [ var = 0.00.04542:
9 301 | N/A 0.002 N/A 0 N/A 0.008 F N
10 287 1.03 0 0.67 0 0.34 0.004 4,000 - B
11 273 | 0.60 0 0.23 0 0.16 0 I B
12 259 | 0.17 0 0.13 0 0.11 0 I B
13 | 245 | 0.13 0 0.10 0 0.05 0 2,000~ 7
14 | 231 | 0.10 0 0.07 0 0 0 F .
15 | 217 | NIA 0 N/A 0 N/A 0 g 0 05 o G
16 203 N/A 0 N/A 0 N/A 0 Normalized Hamming Distance
17 189 N/A 0 N/A 0 N/A 0
18 175 | N/A 0 N/A 0 N/A 0 Fig. 7. Normalized Hamming distance for genuine users argbstors for
19 161 | N/A 0 N/A 0 N/A 0 Biosecure database using both iris.
20 147 N/A 0 N/A 0 N/A 0
21 133 N/A 0 N/A 0 N/A 0
22 119 N/A 0 N/A 0 N/A 0 18,000 ———— L L L L L L L L L L L L

Impostors

Il Genuine users

16,000

A comparison between Figure 7 and Figure 5, or between 14,000
Figure 8 and Figure 6, indicates a considerable similafidy.
either one iris or two irides the use of rotation search akvay
gives results at least as good as those obtained with a standa
search. This conclusion follows because rotation searnteso
into action only if the standard search fails to identify &nis 8,000
and consequently rotation search employs more comparisons
However, the number of tests required for key regeneration a
user identification when employing rotation search inogsas
only by a factor of two on average in comparison to standard
search, both for a single iris for two irides. 2,000

12,000

10,000

Count

min = 0.05251 min = 0.4565
max = 0.3248 max = 0.5277
mean = 0.1461 mean = 0.4879

6,000 var = 0.0021663 var = 0.0001675

4,000

V| CONCLUSlONS 0 0.1 0.2 0.3 0.4 0.5

Normalized Hamming Distance

By employing rotated reference images of the iris we
developed a rotation search that is far more efficient th&ig- 8- Normalized Hamming distance for genuine users andogtors
the approach in [5] using a single iris for positive usel;gr Biosecure database using both iris and employing shgffkey Eshut).
identification and cryptographic key reconstruction. Inhsw
possible to recover cryptographic keys with 198 bits with
measured FRR 0§.24% and FAR of0% for NIST-ICE-exp1l We notice that the rotation search can be implemented as an
employing a single iris. When two irides are employed, thepgrade in most iris identification systems with some minor
rotation search is far more efficient than the approach in [4Jhanges. Clearly, one can first perform a standard search,
It is now possible to recover cryptographic keys with 37F bitvhich can be followed by a rotation search if necessary.
with measured FRR d§.47% and FAR of0% for NIST-ICE. In other words, simulation results using rotation search ar
Table VI presents a comparison among systems proposediiways at least as good as those based on a standard search.
the literature and three different instances of our progosk the experiments performed with the data bases indicated
system. earlier, rotation search always achieved the best results.

The processing time for implementing rotation search re- Finally, we remark that the rotation search test can be
mains smaller than the processing time for standard tested in distinct biometric systems, which may employ other
employing MATLAB. For experiments employing two iridesbiometric features [19], [20]. We intend to investigate the
we observed that the processing time required to perform efficiency of the rotation search test against other datadyas
experiment is less than that required when a single iris ilmdependent of the particular biometric feature, consider
employed. The simulation results presented here are dt Igast that the feature vector is in binary form. We also intend
two times better than the best results achieved in the paptrsleepen our investigation of the behavior of different ECC
used for comparison, either for a single iris or for two igde techniques combined with rotation search and their effects

ndom numbers and rotation search.
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TABLE VI
PERCENTFRRRESULTS FOR IRIS BIOMETRIC ALGORITHMS(*) DENOTES MULTIBIOMETRIC SYSTEMS ECC: ERROR-CORRECTINGCODING; RSH:
REED SOLOMON AND HADAMARD CODE; RMP: PRODUCT CODES BASED ONREED MULLER CODES PERCENTFAR IS ZERO IN MOST CASES

| Scheme | ECC | Key length (in bits) | FRR (%) | FAR (%) | Data base |
Reference[3 RS 282 8.42 0 NIST-ICE (right eye)
Reference[5 RS 128/256 0.76 0.10 NIST-ICE (right eye)
Reference[17] | RMP 42 0.47 0 NIST-ICE (right eye)
Reference[18]* | RSH 147 0.18 0 NIST-ICE (both eyes)
Reference[4]* RSH 231 0 0 NIST-ICE (both eyes)
Reference[4]* RSH 287 0.34 0 NIST-ICE (both eyes)
Proposed RSH 198 0.24 0 NIST-ICE (right eye)
Proposed* RSH 273 0 0 NIST-ICE (both eyes)
Proposed* RSH 371 0.47 0 NIST-ICE (both eyes)
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