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Multi-instance Based Cryptographic Key
Regeneration System

Danielle P. B. de A. Camara, José Sampaio de Lemos-Neto alugiar C. da Rocha Jr.

Abstract—This paper introduces a new multi-instance key There are in the literature many unibiometric systems that
regeneration system used to regenerate cryptographic keys from combine biometrics and cryptography, e.g., [3] - [6], but
biometric data. The serial concatenation of Rt_aed-SoIomonrmi most of them face problems with low entropy keys and high
Hadamard codes together with the use of a single extra mech- .~ . L .
anism and biometrics improve the biometric performance and rejection rate. On the other hand, multlblometrlc sys@eﬂns [_
Security of the System, also making it possib|e the regen@ian Chapter 14] can ConSO|Idate multlple sources Of blometI‘IC
of longer and higher entropy cryptographic keys. The systenwas information and are used to address some of the limitatiéns o
evaluated on two public databases: Casia-Biosecure and NTS ynibiometric systems, being able to improve matching accu-
ICE 2005 and it provided a complete separation between the ya.y increase the population coverage and deter spockatta

Hamming distance distributions for genuine users and impo®rs, Theref . ltibi tri o b .
respectively, being able to achieve both false acceptancate erelore, using muitiblometrics seems 10 be a promising

(FAR) and false rejection rate (FRR) of 0%. Furthermore, on Option to enhance systems that combine biometrics and cryp-
NIST-ICE 2005 it is possible to regenerate a 287 binary digit tography. In addition, as shown in [7], the irises of a peramn

cryptographic key with estimated entropy of 160 bits at 0% FAR  not correlated and so can be seen as two independent binary
and 0.34% FRR. information sources, i.e., as a multi-instance cryptai@tric
Index Terms—Biometrics, multibiometrics, cryptography, system.
error-correcting codes, security. In this paper we propose a multi-instance key regeneration
(KR) system which makes use of serially concatenated Reed
Solomon (RS) and Hadamard codes that are shown to sulit very
well the mixed error structure, containing both random and
IOMETRICS verification techniques have been used fdyurst errors, presented by the iris. The proposed KR system
many decades providing authentication/identification @ombines the iris codes obtained from images of both eyes,
an individual based on his unique characteristics, e.ggefin forming a multibiometric feature binary vector, and makes
print, iris, voice, hand geometry, etc. [1, pp.1-3]. In p@arkar, use of a simple mechanism able to provide better biometric
the use of biometrics has grown significantly these lastdiesa performance and offer a higher level of security. Our prejplos
raising important concerns about the individual privacyl arsystem also makes it possible the regeneration of longer and
data confidentiality, since conventional biometric s@nos higher entropy cryptographic keys, in comparison to thesone
require direct storing of user personal data [1, pp. 19-20]. obtained by other systems [8] - [11].
the other hand, secret-key cryptography is able to assgie hi Experiments were performed on Casia-Biosecure (CBS)
data privacy as long as the cryptographic key is kept seamelt, [12] and NIST-ICE 2005 [13] databases. 287 binary digit
is as long and as random as possible to provide the requit@ys with 160 bit estimated entropy were regenerated on the
security level. For example, the Advanced Encryption Stéashd NIST-ICE 2005 database, at 0% false acceptance rate (FAR)
(AES) was designed to support encryption key lengths of 128hd 0.34% false rejection rate (FRRFurthermore, for the
192 or 256 bits [2]. However, classical cryptographic kegs ¢ NIST-ICE 2005 database the proposed system was able to
not assure that the person using it is actually the genuiee uprovide a complete separation between the Hamming distance
(non-repudiation). The complementary nature of these twdistributions for genuine users and impostors, respdgtive
important and widely used security tools, namely cryptpbsa being able to achieve both false acceptance rate (FAR) and
and biometrics, stimulated many researchers to investigaw false rejection rate (FRR) of 0%.
techniques capable of combining them in order to provide The remaining parts of this paper are organized as follows.
privacy to biometric data and obtain cryptographic key$ytruSection Il provides the necessary background for undedstan
linked to the user. The main drawback of this combinatioing this paper. We introduce our KR system in Section I
is the inherent variability in biometric data because so faind in Section IV we give details on how the use of the
cryptographic systems require exactitude to work properlyew simple mechanism introduced here, together with the
One of the approaches used to obtain cryptographic kayse of multiple biometric information sources, providettdre
from biometrics, known agey regenerationdeals with this biometric performance and higher level of security to the KR
drawback using error-correcting coding (ECC) techniques. system. In Section V we describe the experiments performed

I. INTRODUCTION

Danielle P. B. de A. Camara, José Sampaio de Lemos-Neto aluéridar IFAR and FRR are parameters used to measure the performance of
C. da Rocha Jr, Communications Research Group - CODEC, Degatr biometric systems, where FAR is the measure of the likelihthat false users
of Electronics and Systems, Federal University of Pernamp80740-550, will be accepted by the system and FRR is the measure of tbkhlilod that
Recife, PE, BRAZIL. e-mail: dpbac@ieee.orgjpse.lemosnt, vg@ufpe.br.  genuine users will be rejected by the system.
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Fig. 1. Hamming distance distribution for genuine users iamgostors for

a given biometric system. As we can see, the threshold digtesnthe values
for FAR and FRR. It is worthy of note that because the intdisecof the

distributions, the adjusting of the threshold can not desgesimultaneously
the values of FAR and FRR.
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in [14]. Only in 2006 Hao et al. [3] proposed a practical
KR system based on iris using as ECC technique serially
concatenated Reed-Solomon (RS) and Hadamard codes. As
explained in [3], the Hadamard code is used to deal with
background errors (random errors) caused for example by
camera noise, iris distortion, image-capture effects ¢hanot
be effectively corrected by the pre-processing phase,ewnhil
the RS code deals with burst errors caused for example by
eyelashes, eyelids and reflections. This system is able to
regenerate 140 binary digit keys with estimated entropy4of 4
bits at 0.47% FRR and 0% FAR over a 700-image proprietary
database. However over a public database, NIST-ICE 2005
[13], it showed very high FRR, e.g., 19.41% for a 42 bit key.
Other unibiometric KR systems based on the Hao et al.
[3] scheme were proposed. Kanade et al. [4] inserted two
new mechanisms maintaining the ECC technique. As a result,
198 binary digit cryptographic keys with estimated entropy

and present the results obtained. In Section VI we preséit83 bits, at 0.06% FAR and 1.04% FRR on NIST-ICE

a security analysis of the proposed KR system. Summi
up, in Section VII we present some conclusions as well
suggestions for future research.

Il. BACKGROUND

05 database [13] are regenerated. In 2009, another scheme

o based on the same ECC technique was introduced in [5]
providing 94 bit entropy cryptographic keys with variabkeyk
length. Bringer et al. [6] proposed a KR system, also based
on the iris, that uses a Reed-Muller code in a product code,
obtaining 42 bit keys at0~—> FAR and 5.62% FRR.

Basically three approaches are used to combine cryptograr, gection IV, using the NIST-ICE database, we show

phy and biometrics, namelyancelable biometrickey gener-

that the proposed system is able to separate the genuine

ation andkey regeneratiorfkR). The KR approach has been,q impostor distributions, and thus it is possible to set th

considered the most effective way to combine biometrics afglashold in such way to achieve both FAR and FRR of 0%.
cryptography in order to obtain cryptographic keys strgnglye have no knowledge of any previously published work

linked to the user (non-repudiation), allowing key revatiBb aqeq on the ECC technique which separates the genuine and
key diversity and also privacy to the biometric data. ECGmpostor distributions and achieve both FAR and FRR of 0%.
techniques are used in order to deal with biometrics intteren |, this paper we consider the use of multibiometrics, more
variability. However, the use of ECC schemes in KR syste ecifically, the use of two eyes of the same individual
is very peculiar. In order to choose the appropriate Ecr3ﬁulti-instance). As stated in [1, p. 272] a multibiometric

technique the behaviour of biometrics variability of certa gystem relies on the evidence presented by multiple sources
biometric characteristic must be observed, e.g., the @& d o piometric information in order to enhance classification
presents mixed random and burst errors. Moreover, the'errﬁérformance.

correcting capability of the code must be designed to cOrrec The multibiometric system is classified taking into account
intra-user variationsi.e., bit differences caused by biometricshe pature of the following multiple sources [1, pp.272R75
variability for the same eye, but unable to correster- ;) i instance systems capturing a sample of multiple
user variationsi.e., bit differences between eyes of different instances, e.g., right and left irises, with the same sensor

persons. _ _ _ (i) multi-sensor systemsusing different sensors to acquire
Cryptographic keys obtained by the KR approach are subject” j gingle biometric trait of an individual, e.g., infraredian
to some constraints because of the performance required of visible-light images of a person’s face:

the biometric system. Every biometric recognition systeaa h_ (ii)) multi-algorithm systems: applying multiple feature ex-

a built-in acceptance threshold, Whic_h _When rais_ed poth iN-" taction and/or matching algorithms on the same biomet-
creases FAR and decreases FRR, as is illustrated in Figel. Th ;. qata:

choice of this threshold is usually done based on the specifd'R/) multi-sample systemscapturing multiple samples using
application, e.g., low FAR for high security applicationsda the same sensor and instance:

low FRR for commgrma_l appll_can_ons. _— ) multi-modal systems fusing sources of biometric infor-
In order to deal with biometrics inherent variability by ngi mation from multiple modalities, e.g., fingerprint, face,

(v)

ECC techniques, two constructions are popular: Euzzy
commitment scheni&4] and theFuzzy vault schemj@5]. In
1999 Juels and Wattenberg [14] proposed the use of ECC
deal with this variability in order to regenerate cryptqgni

iris, to establish identity;
gvi) hybrid systems a combination of a subset of the types
0 just described.

The biometric information can be combined at different

keys. However, no practical ECC technique was prOpOSFe(é/els, depending on the level of information fusion: senso

2pifferent keys are associated with different applicatiarsing the same level, feature-level, score-level, rank-level, or demslevel

biometric data.

fusion [1, Chapter 14].
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So far, there is not much work published regarding thferming the vecto,.; = (0,.r, |0:cr,) Of blocklengthp. For
use of multibiometrics in crypto-biometric systems. In 800reasons that will soon be clear, we assume p. For each
Nandakumar and Jain [8] proposed a multibiometric systemser a different sequence af— p binary digits, represented
that combines fingerprint with iris based on a fuzzy vauliy the vectorRand_num, is randomly generated and kept
scheme proposed originally by Juels and Sudan [15] with teecret in a smart card. These binary digits are inserted as
main goal of providing security to multibiometric template uniformly as possible and in exactly the same way during
Recently, A. Nagar et al. [11] published a paper proposiranrolment phase and verification phase into the iris code.
another feature-level fusion framework for the design oftimu The modified reference iris cod®’ ., of this new system is
biometric cryptosystems based on iris, face and fingerphatt obtained by simply inserting uniformly the— p binary digits
simultaneously protects the multiple templates of a usirgus of Rand_num into 6., i.e., a quantity of bits sufficient to
a single secure sketch. The feasibility of such a framewonkake®’ ; to have the same blocklength @s,. The modified
has been demonstrated using both fuzzy vault [15] and fuzzis code®’; is then combined witl®,,; by bitwise exclusive-
commitment [14]. In the scope of fuzzy commitment schemes (XOR) operation, resulting in
[14], designed with the aim of protecting multibiometric
templates as well as providing cryptographic keys strongly Orock = Ops D 0.
linked to the user, we can name, for example, the KR systeﬁ
introduced in [9] and [10]. In 2009 Kanade et al. [9] propoaed
multi-instance KR system based on iris, using a Weightemzrertp
correction technique plus the mechanisms of iris code shgffl

and zero insertion, introduced earlller in [4]: Late_r on, 0@ B0 andh(K) to the system. Theample iris codeor right
Kanade et al. [10] proposed a multibiometric weighted featu . .
nd left eyes are extractel,,,, andOg.n,,, respectively. Sim-

level system based on iris and face. This system also maﬁles : S
. . . ; - 1lar to what happened during the enrolment phase the iriszod
use of the mechanisms of iris code shuffling and zero ingertio

introduced in [4]. The results obtained by these systems e conca.Ltenate.d-producmg the vecﬂg;{n - (05.&‘“1 |05am?)
resented in Table Il at Section VI and the binary _d_|g|ts dRand__n_um are uniformly !nserted |n_to
P ' 0. The modified sample iris code’, ., obtained by this

IIl. NEW PROPOSAL procedure is combined with,, . by a bitwise XOR operation,
resulting in:

In this section, we introduce a new multi-instance KR sys-
tem able to regenerate longer and higher entropy cryptogzap 05 = 0z, © Olock = (0lar, © Orcf) © s = € D O,
keys. The proposed KR system uses the serial concatenamree denotes the vector of errors between the two iris
of an RS code and a Hadamard code. However, there are W < o . and @ The vector6*. is decoded by the
’ re sam-

important differences between the scheme presented here g@rially concatenated Hadamard angSRS codes resultig in
previous ones that use a similar ECC technique:

. . _ _ _ _that is hashed and compared withK). If h(K’)=h(K) it
(i) the use of a single mechanism that consists of insertingeans thatk=K’ with high probability, as a consequence
as uniformly as possible among the binary digits of the cryptographic key is considered valid and can be used

iris code, a sequence of randomly generated binary digii§ecessfully by the cryptosystem. Notice that the usertitgen

_ (Rand_num); , o _ is also verified assuring non-repudiation of the key.
(ii) the use of multiple biometric information sources, mor

specifically, right and left |_r|s_es. B. The ECC scheme: concatenated RS and Hadamard codes
Hereafter we make a description of the proposed system ] ) ) ) )
and then we justify our choice for the ECC technique. The As mentioned in Section Il, applying serially concatenated

use ofRand_num and a multi-instance system are justified iff> @nd Hadamard codes suits well the characteristics pre-
Section IV. sented by the iris (mixed errors). Other ECC techniques are

capable of dealing with this mixed error structure [16, Ghap
A. Description of the New Proposal 20]. Nevertheless, the results obtained so far by the use of
. . other ECC techniques are inferior to the ones obtained by

_The KR sy_stem mtrpduced is illustrated by means of a ,blo‘fhe use of concatenated RS and Hadamard codes, especially

diagram in Fig. 2. D“””g thenrolmentphase (key generatmn)n relation to the regenerated cryptographic key length. Fo

a random cryptographic ke is generated and encoded,,,mpie Bringer et al. proposed in [6] the use of a Reed-

by the serial concatenation of an RS code and a Hadamﬁ\ﬁg”er based product code obtaining a 42 bit keylat®

code, resulting in the binary vectd, of blocklengthn, FAR and 5.62% ERR.

denominategpseudo-iris codeThe hash value oK, denoted  the serially concatenated code used in the proposed system

ash(K), is stored in a smart card whilK is discarded. is formed by a,-error-correctingn,, k) RS code with sym-

. _The user pr.ese_znts both eyes to the system and thg refere&ﬁg fromG F(2™) and a binary ;;-error-correcting 2", &+
iris codes of his right and left eye8,.;, and6,.¢, respectively, 1) Hadamard code, denoted respectively, B (n,, ks, t)

are extractetl The iris coded,.;, and6,.;, are concatenated and HC(2",k + 1,tgc) where n, is the number ofm

30SIRIS (Open Source Iris System) developed under the Biosguroject bit blocks after enco_ding _am&s is the number ofm bit
[18, pp. 34-40] is used to extract a 1,188 bit iris code pex: iri blocks before encodingk is the order of the Hadamard

gnd_num, 0o and h(K) are stored in a smart card
rotected by a password.

During the verification phase (key regeneratiothe user
presents his irises and his smart card contaiftagd_num,
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Randomly generated Encoding Smart card Decoding
cryptographic key — Retrieved key
L RS and 0 0 Locked iris code ’ 0 9* Hadamard
Hadamard | 9.y Guusf  Randmum O,y Ol “ang RS
encoding and h(K) Decoding
0 0 :cf Qs’am 6
ref , Uniform inserti Uniform inserti am e
91@{; ey e e e " ™ Concatenation o
Sam2
Rand_numj Rand_num
Fig. 2. Multi-instance key regeneration system using sroart, iris and password.
3 . . 1800
matrix that is obtained by the Sylvester method. Observe tha _
in order to make the two codes work properly in serially aoo| | L] cemne user 1
L. ) . -Impostors Min =0,3805
concatenated form, it is required to set= k + 1. RS codes Max <0,5648
are MDS (Maximum Distance Separab|6, pp.238], i.e., | — Vomsoaa |
drs = 2ty +1 = ny — ks + 1 and thus,n, — ks = 2t,. 1200|- Min =0,0455
More details about these codes can be obtained in [16, pp. | Ve sooer
1119-1121], [17, pp. 307; 589-590]. fooo- VAr=0.00%

count

800
IV. NOVEL INGREDIENTS

In this section we emphasize the key role played by the &°r
novel ingredients used in the proposed system, they are:
Rand_num and multiple biometric information sources.

200

A. The use of randomly generated hiRand_num)
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7

The use of serial concatenation of RS and Hadamard codes ° Normalized Hamming Distance
in KR systems based on iris was first introduced by Hao et _ o o _
al [3]. It was observed that applying serially concatend&d '9: 3- Normalized Hamming distance distribution for gemuusers and
. T impostors for Biosecure database. No extra mechanism @ imserder to
and Hadamard codes suits well the characteristics prasbgte provide a separation between the Hamming distance diigitsifor genuine
the iris (mixed errors). However under less controlledwine users and impostors.
stances, where variations present in more realistic datmba

is an issue, extra mechanisms are necessary in order tg®

artificially adapt errors to the error-correcting capapilof 1600 | ] Genuine users _ il
the ECC scheme. This scenario was considered, for example, I mpostors Mo 3201

in [4] and [5], where in addition to the ECC technique two ™| Varnaoot 34370 04 1
mechanisms were used: tliés code shuffling to improve st - i
the biometric performance of the system as well as provide Max=0.3105

revocability to the system, and tizero insertiorto adjust the = ™[  Varanswo00e0 1

number of errors to match the error-correcting capability O soof 1

the concatenated code to a desirable level.
Fig. 3 shows the normalized Hamming distance distribution T

for genuine users and impostors for the Biosecure databaseso .

Fig. 4 in turn shows the normalized Hamming distance dis- ,

tribution for genuine users and impostors for the Biosecure

database for the system proposed in [4], that is a unibiaenetr 9, 0.05 o1 015 0z 025 03 05

system and usegero insertionand iris code shufflingas Normalized Hamming distance

extra mechanisms. As we can observe, the hiStOgramSFi& 4. Normalized Hamming distance distribution for geruiusers and

Fig. 3 and in Fig. 4 present each an overlap between genuiingostors for Biosecure database for the unibiometric K&esy introduced

and impostor Hamming distributions. However, the overtap in [4] that uses zero insertion and iris code shuffling.

Fig. 3, without using any extra mechanism, is greater than th

overlap in Fig. 4, as we can check by observing the minimum

and maximum values for the distributions in both figures. the iris code. The normalized Hamming distance distrilutio
Now, consider a unibiometric version of the proposed KRr genuine users and impostors for the Biosecure datalkase i

system. In this case, the block ‘Concatenation’ in Fig. 2 ixhibited in Fig. 5. As we mentioned earlier, the histograms

not necessary anfl,.; corresponds an iris code from a uniquén Fig. 3 and in Fig. 4 present an overlap between genuine

eye. In this case, 764 randomly generated bits are inserted iand impostor Hamming distributions. On the other hand, the

00 - q
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histograms in Fig. 5 do not overlap and the distributions atke same, but the number of errors per block of the Hadamard
completely separated allowing to set the threshold in a manrcode decreases. Suppose theretaeors in the binary vector
that we can decrease the FAR without necessarily increasing- ..., ® 6. Of blocklengthp. Recall thatn denotes the
the FRR, i.e., we reach FAR=FRR=0%. blocklength of@,. If n = p then the Hadamard code will

It is observed that the multibiometric system introduced ineed to cope with the fractiotyp of the errors. However, if
this paper presents even better biometric performanceithann > p and we maken — p = ¢, then the same errors will
unibiometric version in addition to other advantages théit wbe spread and will appear to the Hadamard code now as a
be shown later in this section. fractiont/n = ¢/(p + ¢) < t/p on average. It turns out that

The improvement of the biometric performance is possibieat most 25% of the bits in each codeword of the Hadamard
becauseRand_num is user specific, when a genuine usecode are in error, they can be corrected, and allttleerors
uses hisRand_num at pre-defined positions no errors arean thus be corrected.
introduced; however, if an impostor uses Rand_num, the Besides providing better biometric performance and adjust
modified iris code has different bits at the pre-defined posig the number of errors in a manner that the ECC scheme
tions, and errors are introduced. In this manner the seéparatcan deal with them, the insertion Bland_num also provides
between genuine and impostor Hamming distance distributicrevocability to the system. Only the binary sequence brolnf
is increased, thus improving the biometric performancénef tthe combination of the iris code andand_num, i.e., the
system (Fig. 5 and Fig. 6). modified iris code, is able to release the cryptographic key.
case of template compromise it can be revoked by changing
Rand_num, K and the smart card password.
] Finally, the use oRand_num makes the proposed system
less vulnerable to information leakage if compared to the
previous systems which use a zero insertion mechanism ([4],
[5], [9] and [10]). The details about this security aspea ar

18000

T
[ Genuine users
16000 - | [ 'mpostors

14000 -

12000

_ 10000} | Min=0.02r?, Mire 560 1 given in Section VI where we make a security analysis of the
5 ] =0. Mean=0.
2 sl Vartanoed 0034 Vanance-204260 04 | Proposed system.
6000 - T ) ) i i )
B. The use of multiple biometric information sources
4000 ] . . . .. - .
We justify our choice for a multi-instance biometric system
2000 7 by all known advantageous features of multibiometric syste
o ‘ while maintaining things simple and being able to regemerat
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7

Normalized Hamming distance longer and higher entropy keys. Multibiometric systemsp[1,

. . o o _ 272] can consolidate multiple sources of biometric infotiora
Fig. 5. Normalized Hamming distance distribution for getauusers and gnq are ysed to address some of the limitations of unibidenetr
impostors for Biosecure database for a unibiometric varsicthe KR system . . . .
proposed. 764 randomly generated bits are inserted amenigisttodes bits  SyStems, being able to improve matching accuracy, inctbase

population coverage and deter spoof attacks.

In addition of providing better separation between the The use of a multi-instance biometric system was a choice
normalized Hamming distance distribution for genuine sisenot only because it enhances classification performandeeof t
and impostors, which is translated in an improvement dfometric system, but also because it allows maintainireg th
the biometric performance of the system, the insertion tsfvel of the cryptographic key entropy in a baseline thatfilful
Rand_num allows to adapt the error-correcting capability ofhe security requirements of current security systemsghwhi
the ECC scheme in a way that will be explained in the sequis. very important for our application. We know that some

The Hadamard code with blocklengf#f corrects up to factors during the use of biometric key regeneration system
2k=2 _1 errors in2* bits which means that its error-correctinggs for example the redundancy inserted by the error coorecti
capability is limited to(2*=2—1) /2% ~ 1/4, i.e., roughly25%. procedure, make the entropy level decrease.

Experiments showed that this error-correcting capahsityot In what concerns to biometric characteristics, iris is thee b
enough to deal with variabilities present in the iris [19hi§ metric characteristic that presents the highest entropygp.

fact can be illustrated by observing the distribution fongiee 51], without counting that it is currently considered to be t
users in Figs. 4, 5 and 6. As we can see, the bits of the iris cdaest practical modality in terms of recognition performanc
from the same user can differ by more tH¥%, so the error- in terms of large database accuracy and search speed [1, p.74
correcting capability of the Hadamard code is insuffici@y. [21, pp.6]. In addition, as shown in [7], the irises of a perso
usingRand_num, genuine users introduce the same randomére not correlated and so can be seen as two independent
generated binary digits at the same locations during ermaim binary information sources.

and verification phases so at these locations the random bit®reviously, we showed that by usingand_num it is
contribute with no errors. This insertion is able to adjust t possible to separate the genuine and impostors Hamming
number of errors to match the error-correcting capability alistance distributions and we have compared a unibiometric
the ECC to the desirable level. By random bits insertion &ersion of our system with a previously proposed unibioioetr
genuine user iris codes the total number of errors remaisyggstem [4] (Figs. 4 and 5).
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Although, the unibiometric version of our system already For the proposed system, the acceptance threshold describe
showed better biometric performance than other previoimsSection Il is equivalent to the total error correctioneraff
unibiometric systems, the multibiometric system introgllic the system, which depends on the error-correcting capabili
here presents even better performance allied with other ad-the serial concatenation of the RS and Hadamard codes
vantages that will be explained in details soon. plus the effect of insertindRand_num, as we discussed in

For our proposed multibiometric system (Fig. 2), the nothe Section IV-A. Another important aspect consideredryri
malized Hamming distance distribution for genuine usei$ athe experiment was that the choice of code parameters and
impostors for Biosecure database is exhibited in Fig. 6. Biie insertion ofRand_num also affects security aspects of
comparing the histogram in Fig. 6 with the histogram in Fig. 3he system, more precisely the key length according to (1).
we can observe that the histogram in the Fig. 6 presentsAs a first step, computer simulations were performed in
greater separation between genuine and impostor Hammarder to find the parameters of RS and Hadamard codes able to
distributions. Thus, the use of multibiometrics allowstl@r keep the biometric performance and the security of the syste
enlargement in the separation between the two distribsitiomt desirable levels. In order to achieve this goal diffexahties
So, in terms of biometric performance, we conclude that tleé code parametersn{,m) and Rand_num were chosen
use ofRand_num in addition to the use of multibiometricstaking into account factors as cryptographic key length and
leads to a greater separation between the distributiansam estimated error-correcting capability. These parametens
improvement in the biometric performance of the system. kept fixed while the system was tested for different values of
ts. We observe that, according to (1), lower valuesofesult

10000 T T

[ Genuine users in longer keys but decrease the total error correction réte o
8000} Bl osos | the system, which implies moving to the left the threshold in
Min-0.0461 Fig. 1. As a result, lower values af result in longer keys
g %[ Mean018lo Min=0.4319 1 but with higher values of FRR and vice-versa (Table 1). Thus,
3 rance=0. Max=0.5305 . .
S 000l Mean=0.4774 | ts acts as a second level threshold, the adjustment of which
Variance=1.6085e-04 .
allows to fine tune system performance.
2000 1 CBS and NIST-ICE 2005 databases were used to evaluate
, ‘ ‘ the system. The initial test used the CBS database [12] ierord
0 o1 02 03 0.4 05 06 o7 to tune the system parameters (ECC parameters and length of

Normalized Hamming distance

Rand_num) and then the selected parameters were used to
Fig. 6. Hamming distance distribution for genuine users iamgostors for evaluate the system under the NIST-ICE 2005 database [13].
Biosecure database for a multi-instance system and inget{628 randomly - gjnce iris rotations during image acquisition are pOSSiWIe
generated bits among the iris code bits. . LT . . . .

move the normalized iris image horizontally in both direns

Another advantage in using a multibiometric system is t8 eIimina_lte rotation effects [18]. . )
possibility of (re)generating longer cryptographic kefhe QBS-B|osecure V1 and CBS-Casia V2 d_atabases _contaln
cryptographic key lengthK|| = m - k, is a function of the 20 images from each eye from 30 persons, i.e., 1200 images.

parameters of the code and the length of the modified iris cotgi©t@! of 27,000 genuine comparisons and 27,000 impostor
and is expressed as comparisons were performed, considering the mechanisch use

to eliminate the rotation effects on each database. The NIST
e | ICE 2005 database consists of 2,953 images from 244 differen
K| = m-(ns—2t5)=m- (57]‘? - 2ts> . (1) eyes consisting of 1,425 images of right irises from 124 siser
and 1,528 images of left irises from 120 users. The right
The output of the serially concatenated coflg,, has its irises are coupled with the left irises for the multi-instan
length limited by the length of the modified iris code anéxperiments that consisted of 56,061 genuine comparisons
must be equal td|6..||, consequently limiting||K| (Fig. and 3,699,108 impostor comparisons also considering the
2). Therefore, by the use of multi-instance biometrics anstocedure used to avoid rotation effects.
Rand_num insertion we increase the length of the modified In the sequel we present results better than the best results
iris code, ||6||, consequently increasing the cryptographigublished so far by considering: 1) FAR as close to zero

key length (Eqg. 1). as possible, since we are considering a security applicatio
2) low FRR, to avoid user annoyance, 3) cryptographic key
V. EXPERIMENTS AND RESULTS lengths and 4) entropy values equal to or higher than the

In order to evaluate the proposed system computer siones required by actual cryptosystems. More details albeut t
ulations were performed. The main goal was to be able émtropy values are given in Section VI.
regenerate long and strong cryptographic keys (consiglerin Table | shows results in terms of FAR, FRR and crypto-
current security applications) obtaining at the same timegaaphic key length||K||, obtained by an experiment performed
good biometric system performance, i.e., low values of FAB1 CBS and NIST-ICE 2005 databases, respectively. In these
and FRR. We recall that, for a security application, actigvi experiments the parameters for the ECC are= 61, m = 7,
FAR=0% or as close as possible is most important, howevewarying ¢,. ||[Rand_num| = 1,528, two binary digits of
is also important to keep the FRR as low as possible in ordeand_num are inserted after every three bits at the first 2,208
to avoid user annoyance. bits of 6, and one binary digit oRand_num is inserted
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after every three bits at the next 168 bits&f; resulting in obtained from the distribution of the normalized Hamming
a 3,904-bit modified iris code. We notice that, according tdistances for distinct irises for this database showed a-bin
(1), lower values ot result in longer key lengths but highermial distribution with meanu = 0.499, standard deviation
values of FRR (Table I). Although we have not displayea = 0.0317 and z = 249 degrees-of-freedom [7, p.283] that
the Hamming distance distributions for genuine users argcalculated by
impostors for the Casia V2 and NIST-ICE 2005 databases, _p(1-p)
: X z2=——"". (2)
the results presented in Table | assure the separation &etwe o?
these two distributions, especially for the NIST-ICE dais®  Therefore, using the same analysis for the distributiomef t
where, for¢, = 14, we have obtained both FAR and FRR aformalized Hamming distances for distinct irises for Bmse
0%. database, which is illustrated in Fig. 6, we observe that it
TABLE | corresponds to a binomial distribution with mean= 0.4774
RESULTS IN TERMS OFFAR, FRRAND CRYPTOGRAPHICKEY LENGTH  and standard deviatiom = 0.0127 with z = 1,551 degrees-
[ K|, on CBSAND NIST-ICE 2005DATABASES. FAR IS ALWAYS ZERO  of-freedom. Thus, this statistical analysis of the iriswshdhat
FORALL THESETESTS not all bits of the iris code are statistically independétar
example, our experiments on the Biosecure database showed
that from 3,904 bits of the modified iris cod_; only 1,551
bits are independent:(= 1,551 degrees-of-freedom), i.e.,
the modified iris code has 1,551 bits of entropy. From the
same experiments running on the NIST-ICE 2005 database we
observed that the modified iris code has- 1,595 degrees-
of-freedom. For a biometric recognition system based @ iri
it means that if the correlations within the iris code arewno
it is enough for the enemy to know of these bits to obtain
the complete iris code. In the specific case of a KR system
based on iris, similar to our system, it must also be consitler
that the codeword,,; is combined with the modified iris code
0! .. Therefore, the redundancy inserted by the error cornectio
procedure must also be considered as a factor that reduges th
entropy of the iris. Thereby, the sphere-packing bound is a
useful tool in order to estimate how many bits of information
the enemy actually needs to obtain the cryptographic key,
Considering that an attacker can obtain the smart card, the
The Hamming distance distribution for genuine users aystem security will rely on the iris and the usand_num.
impostors for the NIST-ICE 2005 database, as explained $tipposing that the enemy was able to guess the correct
Section VI, shows that for these parameters the modified ifR&nd_num, the enemy must also provide the correct iris codes
code hasz = 1,595 degrees-of-freedom. Furthermore, it i€xtracted from both eyes of the user. In order to set a lower
possible to obtain 287-bit keys at 0% FAR and 0.34% FRRound on the numbed/ of trials, necessary for the enemy
i.e., only 21 (.34 x 6,229 ~ 21) among 6,229 authentic sam-to find the correct iris codes, we consider a worst case by
ples were falsely rejected. These 21 false rejections oedurassuming that the enemy knows all the correlations withén th

because of bit-error rates above 31.93%. The estimatedpgntruser's irises. It has been proved that these correlatioiss ex
(4) is 160 bits. but it is not clear yet how they can be exploited [7]. Therefor

by considering the sphere-packing bound it follows that

ts | FRR() | K]
10 1.03 287
11 0.60 273
Biosecure V1 12 0.17 259
13 0.13 245
14 0.10 231
10 0.67 287
11 0.23 273
Casia V2 12 0.13 259
13 0.10 245
14 0.07 231
10 0.34 287
11 0.16 273
NIST-ICE 12 0.11 259
13 0.05 245
14 0.00 231

| Database

VI. SECURITY ANALYSIS Mo 2* L2 3)
Our proposed multi-instance KR system employs all three - i ( z ) ( z ) ’
factors used for authentication: (a) what the user knowg,(e.
password), (b) what the user possesses (e.g., smart catd) an . ) ] -
(c) what the user is (e.g., biometrics), in order to provide Wherez = 1,595 is the uncertainty provided by the modified
higher level of security [20]. Since our KR system is uselfiS code andv = = x z. Since the estimated error correction
to regenerate cryptographic keys it is important to anaigsse raté of the system is 31.93%; = 0.3193 x 1,595 ~ 509. It
security in terms of key entropy. The estimation of the gngro follows from (3) thatM ~ 2_160 which means that the enemy
H, is done using the same criterion used by Hao et al. [ !ust try to find a 1,595 bit string within60 bits Hammlng
based on the sphere-packing bound [17, p.19] and using fHgtance from 'Fhe key. In other wqrds, the entropy provided
concept of degree-of-freedom as introduced by Daugman P, the system idog, M = 160 bits, i.e,
p.283]. . _ o H ~ log, M. (4)
The statistical variability that is the basis of iris recdagm
was analysed in [7] using 9.1 million comparisons betweenTable Il compares published unibiometric and multibio-
different pairings of 4,258 different irises. The histagra metric cryptographic key regeneration algorithms with the

=0
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proposed algorithm. It is observed that our proposal (irdboR12 bits of entropy for a cryptographic key of 287 bits.

in Table 1) achieves better results, e.g., it is possible to

regenerates87 binqry digit cryptographic keys with estimated VIl. CONCLUSIONS

entropy of 160 bits at 0% FAR and 0.34% FRR. All the ) ) -

multibiometric cryptographic algorithms presented in[galh ~ This paper introduces a new multi-instance KR system to

have in common the fact that all perform information fusioffgenerate cryptographic keys from biometric data, spadifi

at feature level. The main difference in relation to our eyst from the iris. Our proposed KR system uses as ECC technique
is that all the others, besides the system introduced irfijgg  Seérially concatenated RS and Hadamard codes together with
the information from multiple modalities while in our syste & Mechanism that inserts a randomly generated binary digit
we use one single modality, and thus we are able to achié®duence, thatis unique for each user. As a result, for eeamp

the advantages usually obtained by the use of multibioosetrfrYPtographic keys were regenerated with length 287 binary
keeping things simpler. digits and an estimated entropy of 160 bits at 0% FAR and

It is also important to observe that the proposed systéi34% FRR on the NIST-ICE 2005 database. Table Il shows

is less vulnerable to information leakage if compared to tfiBat our proposed multibiometric system is able to regeeera
systems introduced in [4], [9] and [10] which use a zerg'YPtographic keys longer and stronger than the ones atain
insertion mechanism. In the positions where zeroes aretause PY Prévious multibiometric [8] - [11] as well as unibiometri
B10ck = B,s Which can leak useful information for the enemyi4] - [6] KR proposals. Itis worthy of note that the key length
while inserting a randomly generated binary sequence ir@#d €ntropy obtained can be used by real cryptosystems. The
0. causes in some parh,q. equal tof,.@ Rand_num. FAR is zero, WhICh is important for security applications as
Consequently, the only way for an enemy to obtain sonte one co_nadered here, and FRR was reduged to very low
potentially useful information abousl,, is by finding the levels mqklng user acceptance of the system higher, since o
values ofRand num. FRR avoids user annoyance.

In order to improve the smart card content security the The results obtained so far showed good improvements,
maximum number of login attempts before lockout can geevertheless we are still considering other possible simna
limited. We suggest the possibility of using another biamget For example, by taking into account other codes, i.e., other
feature of the same individual to unlock the smart card astevalues form andn, and also other ECC techniques. It is
of a password. also our goal to investigate ways of not reducing so much the

Some systems in Table Il as, for example, the systems intk§icertainty, and consequently keeping the entropy as fsgh a
duced in [8] and [11] do not make use of other authenticati®@ssible while keeping a good performance in terms of FAR
methods as the mechanism we use to protect the data in fhe FRR.
smart card (e.g., password). Since we offer the possibility We believe that is also important to go deeper in the
of using authentication mechanisms other than passwordSgeurity analysis and measure the security improvemeratrwhi
protect the smart card content, we have decided to followf@sults when we insert randomly generated binary digitsuger
more conservative approach considering the estimatioheof £chemes inserting just zeroes. In principle our proposstesy
entropy of the system itself in order to make the comparisé@n be used by other biometric modalities as long as therieatu
with other systems. For this reason, the entropy values pM&ctor is in binary form. Therefore it would be interestirg t
sented in Table Il do not consider the addition of the entropigvestigate the use of this system, for example, when using
of the password or of any other mechanism used to protect fifgnbined iris and face features.
smart card content. Considering the addition of the entafpy

a password generated randomly the systems introduced in [9] ACKNOWLEDGEMENTS
?:Sdp&(t)il/éal;esent effective entropy of 147 bits and 183 bits, Danielle P. B. de Arruda Camara and José Sampaio de
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total entropy of the proposed system is calculated by addin he authors :;lre grateful to the Editor and to reviewer C for
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(4
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